
STATISTICS, OPTIMIZATION AND INFORMATION COMPUTING
Stat., Optim. Inf. Comput., Vol. x, Month 202x, pp 0–28.
Published online in International Academic Press (www.IAPress.org)

Zero-Shot Anomaly Detection in Healthcare: A Systematic Review

Faisal A. Althobaiti*, Tarig M. Ahmed, Rayan A. Alsemmeari

Department of Information Technology, Faculty of Computing and Information Technology, King Abdulaziz University,
Jeddah 21589, Saudi Arabia

Abstract Healthcare organizations need to detect anomalies that nobody has labeled in advance, such as new billing-fraud
schemes, irregular activity in electronic health records (EHRs), and unexpected physiological or device behavior in Internet
of Things (IoT) monitoring. Zero-shot anomaly detection (ZSAD) is designed for this setting, but it is unclear how much of
the healthcare literature actually tests zero-shot generalization. Following PRISMA 2020, we searched PubMed/MEDLINE,
IEEE Xplore, Scopus, Google Scholar and the ACM Digital Library (last search January 2026) for studies published from
2022 to 2025. Of 832 records, 295 full-text reports were assessed and 49 met the eligibility and risk-of-bias threshold: 40
primary studies and 9 reviews used only for context. Every primary study was coded on an operational zero-shot scale (Z0,
supervised, to Z3, strict zero-shot), a validation scale (V0 to V4) and three machine-learning-adapted risk-of-bias domains,
and the results were synthesized without meta-analysis following the SWiM guideline. One study evaluated strict zero-shot
detection (leave-one-dataset-out medical imaging; mean AUROC 0.80, which rose to 0.89 with four labeled shots), and
one more combined foundation-model priors with normal-only training. Nineteen studies were anomaly-label-free, 14 were
supervised and 5 did not report the learning regime. Two studies used external validation and none was prospective. Reported
AUROC ranged from 0.70 to 0.998 (median 0.92; 14 studies), and the highest values came from supervised classification of
known attacks on IoT testbed data. Fraud detection contributed two studies. Seven studies applied explainability methods,
and none measured their effect on false alarms. One study was at low overall risk of bias, and the certainty of evidence was
low or very low for every main finding. ZSAD in healthcare is therefore at an early, imaging-led stage. The proposed zero-
shot scale, evidence map, governance indicators and composite generalization index provide testable criteria for designing
and reporting future studies.
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1. Introduction

The anomalies that matter most in healthcare are often the ones nobody has labeled yet: a new upcoding pattern
in insurance claims, an access sequence in an EHR audit log that no rule anticipates, or a sensor trace that reflects
either device failure or clinical deterioration. Supervised detectors need labeled examples of each anomaly type.
Such examples are scarce, expensive to annotate and quickly outdated as fraud schemes, software and patient
populations change [8, 48]. Severe class imbalance, distribution shift between development and deployment sites,
and privacy limits on data sharing make the problem harder [11, 25, 28]. Zero-shot anomaly detection (ZSAD)
is aimed at exactly this setting. A ZSAD model detects anomalies in a target task for which it has seen no
labeled anomalies and, in the strict sense, no target training data at all. It does so by transferring knowledge
from pretrained representations, auxiliary datasets or natural-language descriptions of normality and abnormality
[19, 30, 62, 63, 64].
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In the settings covered here, anomaly detectors usually serve as clinical or administrative decision support. They
raise alerts for a human reviewer and leave the decision to that reviewer [44]. Several included studies describe this
role for billing patterns, EHR activity and physiological signals from IoT devices [26, 35, 45]. Whether such alerts
improve patient or financial outcomes, however, has not yet been tested prospectively in the evidence reviewed
here (Section 3).

This review covers three application domains: fraud detection in insurance and billing, anomaly identification in
EHRs and health-information systems, and real-time patient monitoring through IoT medical devices. We examine
them together for three reasons. They share the problem structure that motivates ZSAD, because anomalies are rare,
heterogeneous and evolve over time, sometimes adversarially (fraud and cyberattacks). They also form a chain of
data within one episode of care: a device reading becomes an EHR entry, and the EHR entry becomes a claim, so
an anomaly in one stream can explain or corroborate a signal in another. A sensor fault can write implausible vital
signs into the record, and a phantom claim can lack any supporting EHR activity. Finally, the three domains fall
under overlapping privacy, security and safety rules, so the same deployment questions recur across them. Medical
imaging and diagnostic signals were not a planned domain, but the search returned them and they currently contain
the only strict zero-shot evidence, so we report them as a fourth stratum. Fraud detection is kept as a core domain
even though it contributed only two primary studies, because the scarcity of evidence there is itself a result that
practitioners need to know.

1.1. Motivation and gap in prior reviews

Several reviews have examined anomaly detection in healthcare, but none of them answers the question posed
here. Table 1 compares them on scope, period and sources, quality appraisal, coverage of zero-shot methods and
coverage of governance. Earlier surveys organized deep anomaly-detection methods for medical data without
a systematic search or quality appraisal [75, 23]. Domain reviews covered wearables [45], medical time series
[38, 36], ensembles of autoencoders [29] and healthcare fraud [85], each within a single domain or method family.
The BMAD benchmark standardized the evaluation of medical-image anomaly detection, but it is a benchmark
rather than an evidence synthesis [28]. None of these works distinguishes zero-shot from few-shot, one-class and
supervised detection with an operational rule, none covers fraud, EHR and IoT monitoring under one protocol, and
none appraises risk of bias with machine-learning-specific criteria.

The present review makes six specific contributions relative to these works:

(1) An operational and testable definition of ZSAD with a four-level zero-shot degree scale (Z0 to Z3) and
decision rules (Section 1.3). Applying the scale to every included study shows how little of the label-efficient
literature in healthcare actually tests zero-shot generalization.

(2) A study-level evidence map of the 40 primary studies by domain, zero-shot degree, mechanism family and
validation level, together with an evidence-anchored risk-of-bias re-appraisal and GRADE-style certainty
ratings.

(3) A metric-specific synthesis without meta-analysis. It replaces pooled averages across incompatible metrics
with study-level values, stratified medians and ranges, and six sensitivity analyses.

(4) A classification framework that states what it inherits from, revises in, and adds to existing anomaly-detection
taxonomies and clinical-evaluation frameworks, verified by coding all 49 studies.

(5) A reformulated composite generalization index with explicit normalization, a weight-sensitivity analysis and
a worked example on published results. We present it as a theoretical proposal that still requires validation.

(6) Governance recommendations translated into audit indicators, responsibility assignments and illustrative
deployment thresholds, each linked to how often the included studies already provide the required evidence.

1.2. Background

Classical anomaly detection includes statistical rules such as z-score thresholds and Gaussian mixture models,
clustering and density methods such as k-means and DBSCAN, and supervised classifiers such as support vector
machines and random forests trained on labeled normal and anomalous samples [71, 22, 41]. Supervised classifiers
can be accurate when labeled anomalies are plentiful, but they struggle with class imbalance and with anomaly
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Table 1. Structured comparison of the present review with prior reviews and benchmarks on anomaly detection in healthcare

Work Type Scope Period and sources
(as reported)

Quality
appraisal

Zero-shot cover-
age

Governance and
ethics Gap relative to this review

Fernando et al. [75] Survey
Deep anomaly
detection across
medical data types

Not a systematic
search None Not covered (pre-

VLM)
Interpretability
only

No operational zero-shot def-
inition; no appraisal

Tschuchnig and
Gadermayr [23] Mini review Medical imaging Google Scholar, four

search terms None Not covered Not covered Imaging only; no fraud, EHR
or IoT

Sunny et al. [45] Perspective
review Wearable data Google Scholar (2021) None Not covered Briefly Single domain; no appraisal

Kumaraswamy et
al. [85]

Narrative
review

Healthcare fraud data
mining

About 22 studies,
2006–2021; databases
not named

None Not covered Investigative
workflow only

Fraud only; pre-foundation-
model era

Yang et al. [38] Review Deep learning for
medical time series

Search strategy not
reported None Not covered Briefly Single data type; no appraisal

Cekić [36] Selective
review

GANs for medical
time series Selective None Not covered Briefly Single method family

Nawaz et al. [29] Narrative
review

Ensembles of
autoencoders,
biomedical data

IEEE, Springer,
ScienceDirect, Google
Scholar (2023); 16
papers

None Not covered Not covered
Single method family; not
systematic by the authors’
statement

Bao et al. (BMAD)
[28] Benchmark Six medical-imaging

datasets, 15 methods Public datasets Not applica-
ble

One-class
methods; zero-
shot not evaluated

Not covered Imaging only; not an evi-
dence synthesis

This review

Systematic
review
(PRISMA
2020, SWiM)

Fraud, EHR/health-
information systems,
IoT monitoring;
imaging as a fourth
stratum

Five sources, 2022–
2025, searched Jan-
uary 2026; 49 studies

Three-
domain risk
of bias at
eligibility
and full-text
re-appraisal;
GRADE-
style
certainty

Operational Z0–
Z3 scale applied
to every study

Regulatory
requirements
mapped to audit
indicators and to
the evidence

First cross-domain, appraisal-
based synthesis of ZSAD
evidence

types absent from training, both of which are common in healthcare [43, 91]. Hybrid designs that combine a
temporal model with a density-based detector, such as LSTM with the local outlier factor, have been proposed
for IoMT and clinical data [88]. Deep one-class and reconstruction-based methods, reviewed in [69, 70], learn a
model of normality and flag deviations from it. In medical imaging this line of work predates our search window
and includes f-AnoGAN [76], MADGAN [77] and deep perceptual autoencoders [78], surveyed by Fernando et al.
[75]. These methods need no anomaly labels, but they are trained on normal data from the target task, so they are
one-class rather than zero-shot detectors.

Zero-shot learning (ZSL) enables a model to recognize classes for which it saw no training examples by relying
on auxiliary information such as attributes, text descriptions or shared embeddings [74, 73]. ZSAD transfers this
idea to anomaly detection. In the strict setting a pretrained model scores samples from a new task, dataset or
modality without any training samples from that target, usually by comparing image or sequence features with text
prompts that describe normal and abnormal states. Few-shot anomaly detection relaxes this by allowing a small
number k of target samples, which may be normal only or include abnormal examples. Two related terms are often
confused with ZSAD. Out-of-distribution (OOD) detection flags inputs that differ from the training distribution of
a classifier [92, 72], and open-set recognition classifies known classes while rejecting unknown ones [93]. Both
address unseen inputs, but neither requires transfer to a target task without target data, which is the defining property
of ZSAD.

Foundation models made strict ZSAD practical. Contrastive vision-language pretraining (CLIP) aligned images
with natural-language descriptions at scale [62]. WinCLIP showed that CLIP features compared with normal and
abnormal text prompts could detect industrial defects without target training data [63], and AnomalyCLIP learned
object-agnostic prompts that generalize across datasets [64]. Generalist few-shot detectors such as InCTRL use a
handful of normal samples as in-context prompts [94]. In healthcare, MVFA adapted CLIP with multi-level residual
adapters and was evaluated on unseen imaging modalities [30], and Ano-NAViLa combined a pathology vision-
language model with term pools for normal and abnormal histology [19]. Beyond CLIP, self-supervised visual
encoders (DINOv2) [65], sigmoid-loss language-image pretraining (SigLIP) [66], and biomedical or pathology-
specific vision-language models such as BiomedCLIP [67] and CONCH [68] provide alternative representations
for zero-shot scoring. For structured EHR data, transformer models trained on clinical event sequences, such as
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EHR-BERT, capture contextual irregularities [20]. These representations enable semantic transfer, but their benefit
in fraud, EHR and IoT data, which are not image-text pairs, has to be shown empirically. This review examines
that evidence.

1.3. Operational definitions

Reviewer-independent classification requires definitions that can be checked against what a study reports. We
therefore define the following.

Definition 1 (ZSAD). A detector performs zero-shot anomaly detection on a target task T if it assigns anomaly
scores to samples from T without using any labeled or unlabeled training samples from T , and if its knowledge of
normality and abnormality comes from pretraining, auxiliary tasks or textual descriptions. A target task is defined
by its dataset, site or modality.

Definition 2 (zero-shot degree). Each evaluation reported by a study is assigned one level of the scale in Table 2.
A study is coded at the highest level at which it reports results, and all levels it evaluates are recorded. Use of a
pretrained foundation or vision-language model (FM) is recorded as a separate flag, because FM priors can be
combined with any level.

Table 2. Zero-shot degree scale used to classify each included study (decision rules are applied in order; the codebook with
examples is in Supplementary S7)

Level Name Decision rule (what the study must report) Typical mechanisms

Z3 Strict zero-shot

No samples of any kind from the target dataset,
site or modality are used for training, tuning or
prompt construction; performance is reported on
that unseen target.

Prompt or text alignment with
pretrained vision-language mod-
els; leave-one-dataset-out transfer

Z2 Few-shot
A stated number k of target samples (normal only,
or normal and abnormal) is used for adaptation; k
and the sample types are reported.

Memory banks, adapters or in-
context prompts built from k shots

Z1 Anomaly-label-free

Training uses normal-only or unlabeled target data;
no anomaly labels are used for training or model
selection. Flag “+FM” if pretrained foundation-
model priors are used.

One-class, reconstruction, isola-
tion, density, distance and self-
supervised sequence models

Z0 Supervised
Anomaly labels, attack labels, pseudo-labels pro-
duced by another detector, or active-learning
queries are used for training.

Classifiers, ensembles, pseudo-
label pipelines, active learning

NS Not specified The report does not state which data and labels were
used for training. Not determinable

Definition 3 (validation level). V0: no reproducible evaluation reported; V1: evaluation only on simulated,
synthetic or non-health data; V2: retrospective evaluation on real health data with an internal split; V3: evaluation
on a dataset, site or modality not used for training (external, cross-dataset or leave-one-domain-out); V4:
prospective or deployed evaluation. These levels follow the staged logic of clinical-AI evaluation frameworks
such as DECIDE-AI [60].

1.4. Research Questions

This paper aims to answer the following research questions:

RQ1: What are the current zero-shot anomaly detection (ZSAD) mechanisms and techniques applied in
healthcare, and to what degree do they meet the operational definition of zero-shot detection?
RQ2: How can these ZSAD mechanisms be systematically classified and compared in terms of
methodological approaches, validation level and performance across healthcare modalities?
RQ3: What are the primary open challenges, limitations, ethical/governance considerations, and future
research directions for advancing ZSAD implementation and scalability in real-world healthcare systems?
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1.5. Research Objectives

RO1: To categorize current ZSAD mechanisms in healthcare and grade their zero-shot degree.
RO2: To classify and compare ZSAD mechanisms through a structured framework and taxonomy, stratified
by domain, zero-shot degree and validation level.
RO3: To identify open challenges, ethical considerations, and future directions for scalable adoption, and to
translate governance requirements into auditable indicators.

2. Material and method

2.1. Review type, protocol and registration

This study is a systematic review with a narrative and descriptive quantitative synthesis. It follows the PRISMA
2020 statement [51] and its search extension PRISMA-S [52], and it reports the synthesis according to the Synthesis
Without Meta-analysis (SWiM) guideline [53]. A meta-analysis was not planned, because the included studies use
different tasks, datasets and metrics and rarely report variances. The review was not registered prospectively and no
protocol was published before the search, which we acknowledge as a limitation (Section 5). To make the methods
auditable, the protocol as applied is documented in Supplementary S6. S6 lists every deviation from the criteria
reported in the original submission, with its reason: the retention of nine secondary studies for context only, the
retention of three preprints, the corrected wording of the risk-of-bias threshold, the full-text re-appraisal and re-
extraction carried out during revision, and the post hoc stratification by zero-shot degree and validation level. The
completed PRISMA 2020 checklist is given in Supplementary S2.

2.2. Eligibility criteria

Table 3 lists the eligibility criteria as they were applied. Two differences from the criteria stated in the original
submission are reported transparently. First, nine included records are secondary studies (reviews, surveys and a
perspective paper) [2, 8, 15, 23, 26, 29, 36, 38, 45]. They passed screening because their topic was relevant, and they
are retained to keep the included set reproducible, but they are used only for context and are excluded from the risk-
of-bias re-appraisal and from every quantitative summary. Second, three included records are preprints [5, 8, 24],
although preprints were listed as an exclusion criterion. They were identified through Google Scholar and kept
because they report complete methods. A sensitivity analysis that removes them is reported in Section 3.5.1.

The publication window of 2022 to 2025 was chosen because large-scale vision-language pretraining became
available in 2021 [62] and the first prompt-based ZSAD methods appeared from 2023 [63, 64]. Studies from
earlier years apply one-class or supervised detection without semantic transfer. These foundational studies inform
the background of this review [75, 76, 77, 78], but they cannot contribute evidence on zero-shot transfer, which
is the subject of RQ1 and RQ2. The scope of the topic criterion was intentionally broader than strict ZSAD. It
admitted label-efficient anomaly detection that claims to address unseen anomalies, so that strict zero-shot studies
could be compared with the methods practitioners actually use. The zero-shot degree scale (Table 2) was applied
after inclusion to make this breadth explicit.

2.3. Information sources and search strategy

The online databases that were searched are PubMed/MEDLINE for clinical topics, IEEE Xplore for technical,
IoT and machine-learning venues, Scopus for broad coverage, Google Scholar for comprehensiveness and grey
literature, and the ACM Digital Library for computing applications. No trial or study registers were searched,
because ZSAD studies are not registered. IEEE Xplore indexes the CVPR, ICCV and WACV proceedings and
their workshops, and Google Scholar indexes the NeurIPS, ICML and ICLR proceedings, OpenReview, arXiv,
ResearchGate and Research Square; the included CVPR, CVPR-workshop and ICCV papers [30, 28, 19] and the
three preprints were retrieved through these routes. Technical reports and industry white papers were not searched
separately.
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Table 3. Eligibility criteria as applied (deviations from the original submission are marked † and explained in
Supplementary S6)

Criterion Type Inclusion Criteria Exclusion Criteria

Publication
type

Peer-reviewed journal articles and full
conference papers; preprints and book chapters
reporting a complete method and evaluation†

(flagged and tested in sensitivity analysis)

Editorials, letters, abstracts, theses and books

Language English Non-English
Publication

date 2022–2025 (version of record) Before 2022

Topic relevance

Anomaly detection in healthcare (fraud and
billing, EHR and health-information systems,
IoT and physiological monitoring) that addresses
unseen or unlabeled anomalies through
zero-shot, few-shot, label-free or hybrid
mechanisms

Non-healthcare applications; general machine
learning without an anomaly focus

Study design
Primary studies describing a method and its
evaluation; secondary studies retained for
context only†

Protocols without results

Risk of bias
(full text)

At least two of three risk-of-bias domains judged
low (Section 2.5) Two or more domains judged unclear or high

The primary Boolean query was (“Zero-Shot Learning” OR “Zero-Shot Detection” OR “Zero-Shot Anomaly
Detection” OR “Generalized Zero-Shot”) AND (“Healthcare” OR “Medicine” OR “Clinical” OR “Medical
Imaging” OR “EHR” OR “Biosignals”) AND (“anomaly detection” OR “outlier detection”). It was expanded
with enabling terms (“few-shot”, “prompt-based”, “CLIP”, “vision-language”) and domain terms (“IoT”,
“fraud”). The search strings, filters, record counts and the date of each search are reported per database in
Supplementary S2, and Table 4 summarizes them. All searches were run in January 2026 and limited to 2022–
2025 and English. Google Scholar was screened up to the first 200 results of each query. Synonyms from
neighboring fields, such as “out-of-distribution detection”, “open-set recognition” and “novelty detection”, were
not included. These fields study classifiers that reject unknown inputs rather than transfer to a target without target
data (Section 1.2), and adding them would have retrieved a large non-healthcare literature. We discuss the resulting
risk of missed studies in Section 5.

2.4. Selection process

Duplicates were removed with EndNote and then verified manually. Titles, abstracts and keywords were screened
for eligibility, and the full texts of potentially eligible reports were then assessed. Screening of titles, abstracts
and full texts was carried out by one reviewer (F.A.A.). Uncertain records were discussed with the co-authors
and decided by consensus. Dual independent screening was not performed, so inter-rater agreement statistics for
screening cannot be reported. Reports whose full text could not be obtained were recorded as not retrieved and
were not assessed. The process is shown in Figure 1 and in Supplementary S3.

2.5. Risk-of-bias threshold at the eligibility stage

Each of the 295 full-text reports was appraised in three domains, and the appraisal was used as the final eligibility
step. The domains adapt the analysis, participants and applicability domains of PROBAST [54] and of its update
for artificial-intelligence models, PROBAST+AI [55], together with the reporting items of TRIPOD+AI [56],
to anomaly-detection studies. PROBAST-derived criteria are appropriate here for a specific reason. An anomaly
detector that outputs a score and a threshold is a prediction model for a binary state (anomalous or not), and the
main threats to its validity are those PROBAST+AI targets: unrepresentative data, information leakage between
training and test data, optimistic evaluation and poor applicability to the intended setting. Two features of anomaly
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Table 4. Search strategy summary (full strings per database in Supplementary S2)

Database Timeframe Key Search Terms (Representative Boolean
Query)

Date
Accessed

Initial
Records

PubMed/MEDLINE 2022–2025

(“Zero-Shot Learning” OR “Zero-Shot Detection”
OR “Zero-Shot Anomaly Detection” OR
“Generalized Zero-Shot”) AND (“Healthcare”
OR “Medicine” OR “Clinical” OR “Medical
Imaging” OR “EHR” OR “Biosignals”) AND
(“anomaly detection” OR “outlier detection”)
[adapted with: “few-shot” OR “prompt-based”
OR “CLIP” OR “vision-language” OR “IoT” OR
“fraud”]

January, 2026 148

IEEE Xplore 2022–2025 Same as above, filtered to journals/conference January, 2026 95
Scopus 2022–2025 Same as above, limited to English peer-reviewed January, 2026 210

Google Scholar 2022–2025 Same as above, first 200 results per query January, 2026 312
ACM Digital

Library 2022–2025 Same as above January, 2026 67

Total (before
duplicates) — — — 832

detection that PROBAST does not cover were added: whether the evaluation contains anomaly types or data sources
unseen during training, and whether anomalies are real or synthetic. The domains are:

(i) D1 Reproducibility and reporting completeness (PROBAST+AI analysis domain; TRIPOD+AI items on
data and code availability).

(ii) D2 Performance overestimation (PROBAST+AI analysis domain): held-out testing, testing on unseen
anomaly types or sources, leakage and circular labels.

(iii) D3 Clinical applicability and validation (PROBAST+AI participants and applicability domains): real
health data, clinically or administratively grounded anomaly definitions, and the validation setting.

Each domain was judged low, unclear or high risk with the GENERIC template of the robvis tool [50]. The
ROBINS-I template was not used because it addresses non-randomized studies of interventions. In the original
submission the threshold was described with a numerical score. The rule that was actually applied, and that
reproduces every decision in Supplementary S5, is the following: a report was retained when at least two of
its three domains were judged low risk, and excluded otherwise. We have corrected the description accordingly.

Using risk of bias as an exclusion criterion is accepted in systematic reviews in software engineering and
computing [57], but it can introduce selection bias, and Cochrane-style reviews generally avoid it. We therefore
report a sensitivity analysis of the threshold (Section 3.3), compare the domain-level profiles of retained and
excluded reports, and, in the synthesis, treat risk of bias as a stratification variable rather than a further filter.

2.6. Data collection and data items

Data were first extracted with a piloted form in Microsoft Excel (reference, year, objective, methodology, key
findings, performance metrics, limitations and recommendations), and a random 20% sample of the included
studies (n = 10) was extracted a second time, independently, for verification. Discrepancies were resolved by
discussion, but agreement was not quantified. During the revision the free-text form was replaced by an operational
codebook with explicit decision rules (Supplementary S7), and all 49 reports were re-extracted against their full
texts. Cases in which the rules were ambiguous, for example pseudo-labels produced by an unsupervised detector
or attack labels from a network testbed, were resolved by adding a rule to the codebook, and these cases are
listed in S7. The re-extraction corrected several entries of the original extraction table, and the corrected values are
used throughout this paper. For each study the following items were recorded: year, venue type and peer-review
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Identification of studies via databases and registers

Records identified from databases
(n = 832):
  PubMed/MEDLINE (n = 148)
  IEEE Xplore (n = 95)
  Scopus (n = 210)
  Google Scholar (n = 312)
  ACM Digital Library (n = 67)
Registers (n = 0)

Records removed before screening:
  duplicate records (n = 137)

Records screened (title and abstract)
(n = 695)

Records excluded
(n = 300)

Reports sought for retrieval
(n = 395)

Reports not retrieved
(full text unavailable; n = 100)

Reports assessed for eligibility
(full text and risk-of-bias threshold)
(n = 295)

Reports excluded (n = 246):
  below the risk-of-bias threshold
  (fewer than two of three domains
  at low risk):
  - two or three domains high
    (n = 139)
  - one domain high and one or
    more unclear (n = 86)
  - two domains unclear, none
    high (n = 21)

Studies included in review (n = 49)
Reports of included studies (n = 49)
  primary empirical studies (n = 40)
  secondary studies (reviews; n = 9),
  used for context only

Id
en

ti
fic

at
io

n
Sc

re
en

in
g

In
cl

ud
ed

Figure 1. PRISMA 2020 flow diagram. Exclusion reasons at full text are derived from the domain-level judgments in
Supplementary S5

status; study design; domain and sub-domain; data modality; mechanism family; zero-shot degree (Table 2) and
use of a foundation model; datasets and their public availability; code availability; validation level (V0 to V4);
whether anomalies were real (clinically or administratively confirmed) or synthetic, injected or attack-label based;
the headline value of each reported metric (AUROC, F1, accuracy and others); the use of explainability methods;
and whether computational cost was reported. The study-level dataset, with a note on the evaluation setting behind
each value, is provided in Supplementary S1 and as a spreadsheet, so that every summary in this paper can be
recomputed.

2.7. Full-text re-appraisal of the included studies

The eligibility-stage appraisal was coarse, and its overall label meant only that a report had passed the threshold. To
give the reader domain-level judgments that can be traced to the reports, the 40 primary studies were re-appraised
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during revision with the signalling questions in Table 5. The overall judgment follows the usual convention in
risk-of-bias tools: it equals the most severe domain judgment. The answers to each signalling question are given
in Supplementary S5. Secondary studies were not appraised with this tool, because it is designed for primary
evaluations.

Table 5. Signalling questions and judgment rules for the full-text re-appraisal, with their source in PROBAST+AI or
TRIPOD+AI

Domain Signalling questions Judgment rule Source

D1
Reproducibility
and reporting

1.1 Is the code publicly available? 1.2 Are
the data public or available under credentialed
access? 1.3 Are data provenance and the
evaluation protocol reported?

Low: 1.1 and 1.2 yes. Unclear: one
of them yes. High: neither, or no
reproducible evaluation (1.3 no).

TRIPOD+AI
items on data,
code and
protocol

D2 Performance
overestimation

2.1 Is performance estimated on data held out
from training and model selection? 2.2 Is the
model tested on a dataset, site, modality or
anomaly type not used in training? 2.3 Are
evaluation labels independent of the detector,
and are anomalies real rather than simulated?

Low: 2.2 yes with real anomalies.
High: evaluation only on simulated
or non-health data, no reproducible
evaluation, or circular pseudo-labels.
Unclear: internal held-out testing only.

PROBAST+AI
analysis
domain

D3 Clinical
applicability and
validation

3.1 Are the data from a real healthcare
setting? 3.2 Are anomalies defined by clinical
or administrative ground truth? 3.3 Is there
external, multi-site or real-world validation?

Low: 3.2 yes and 3.3 yes. High: 3.1 no.
Unclear: otherwise.

PROBAST+AI
participants and
applicability
domains

Overall Most severe of D1–D3 Low only if all three domains are low
Convention
of risk-of-bias
tools

2.8. Synthesis method

Grouping. Following SWiM [53], studies were grouped by domain (fraud, EHR and health-information systems,
IoT monitoring, and imaging and diagnostic signals), by zero-shot degree and by validation level. The groups
were defined before the quantitative summaries were computed, but after data extraction, so they are post hoc with
respect to the original protocol.

Metric harmonization. Different metrics were never pooled. AUROC, F1 and accuracy were summarized
separately. For each study we took the headline value of the proposed or best-performing model on its primary
test set, as reported, on the proportion scale. When a study reported several datasets, the first dataset in its results
table was used and the others are listed in Supplementary S1. A study reporting only a range (for example, F1 from
0.80 to 0.99 across thresholds) was tabulated but not included in the medians. Missing metrics were not imputed
and were not recomputed from figures.

Summary statistics. Because a meta-analysis was not appropriate, we report for each stratum the number of
studies, the unweighted median and the range of the reported values. These summaries describe what studies
reported and are not estimates of a common effect. No weighting was applied, because sample sizes and variances
were rarely comparable or reported.

Heterogeneity and sensitivity. Heterogeneity was explored by stratification (domain, zero-shot degree, validation
level and supervision). Six sensitivity analyses were defined during revision, before the stratified summaries were
computed. They excluded, in turn, studies without real-data evaluation (V0 and V1), preprints, studies at high risk
of performance overestimation (D2), supervised studies, label-free and zero-shot studies, and IoT security studies
that rely on testbed attack labels.

Thematic analysis. Qualitative findings were synthesized with reflexive thematic analysis [58]. Initial codes were
derived from the extraction fields and refined inductively. The final codebook, with code definitions, inclusion rules,
example studies and the number of studies per code, is reported in Supplementary S7. The audit trail is provided
by the extraction spreadsheet, in which each code is linked to the study and to the passage that supports it. Coder
agreement was not computed, because coding was done by one reviewer with consensus discussion.
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Table 6. Distribution of the 49 included studies by year of the version of record, with examples of venues

Year Studies % Primary /
secondary Venues (examples)

2022 5 10.20 3 / 2 Sensors; JMIR Aging; PLOS ONE; Springer book chapter

2023 8 16.33 6 / 2 IEEE Access; Scientific Reports; Healthcare; Health Information
Science and Systems; DATA conference

2024 14 28.57 12 / 2
IEEE Access; Journal of Biomedical Informatics; BMC Medical
Informatics and Decision Making; CVPR and CVPR workshops;
arXiv

2025 22 44.90 19 / 3
Computers in Biology and Medicine; International Journal of
Medical Informatics; IEEE Journal of Biomedical and Health
Informatics; Sensors; ICCV; Research Square

Total 49 100 40 / 9

Reporting bias and certainty. A funnel plot or Egger’s test was not possible, because there is no common effect
measure. Reporting bias was instead assessed qualitatively. We recorded selective reporting of the best model
only, the absence of threshold-free metrics, and the 100 reports that could not be retrieved. The certainty of each
main finding was rated with an approach adapted from GRADE [59]. Every finding started at high certainty and
was downgraded for risk of bias, inconsistency, indirectness (for example, evidence from one domain applied to
another), imprecision (few studies) and suspected reporting bias.

Self-appraisal of the review. The conduct of the review was audited with the general CASP checklist for
systematic reviews (Supplementary S4). The checklist version for meta-analyses of randomized controlled trials
used in the original submission was not appropriate for this design and has been replaced. CASP was used only to
audit the review itself and played no part in selecting studies.

3. Results

3.1. Study selection

The searches returned 832 records. After 137 duplicates were removed, 695 records were screened by title and
abstract and 300 were excluded. Of the 395 reports sought for retrieval, 100 could not be obtained in full text
and were not assessed. The remaining 295 reports were assessed for eligibility, and 246 of them fell below the
risk-of-bias threshold: 139 had two or three domains at high risk, 86 had one domain at high risk and at least one
unclear, and 21 had two unclear domains and none at high risk (Figure 1). The original flow diagram showed these
246 exclusions under three unlabeled reasons and listed 832 records under “registers”. Both errors are corrected in
Figure 1. Forty-nine studies were included: 40 primary studies and 9 secondary studies used for context.

3.2. Characteristics of the included studies

Table 6 gives the distribution by year. Counting the year of the version of record, 22 studies were published in
2025, 14 in 2024, 8 in 2023 and 5 in 2022. The original submission reported 23 and 24 studies for 2025 in two
different places. That inconsistency arose from counting some articles by their online-first year, and the counts in
Table 6 are now used consistently throughout the manuscript and the supplement. Thirty-nine records are journal
articles, five are conference papers, three are preprints and two are book chapters.

Among the 40 primary studies, 2 address fraud and billing [14, 16], 14 address EHR and health-information
systems, 15 address IoT and wearable monitoring (7 on physiological monitoring and 8 on device or network
security) and 9 address medical imaging and diagnostic signals. By data modality, 14 studies analyze network
traffic, system logs or event sequences, 9 analyze physiological signals or sensor streams, 9 analyze structured
tabular or administrative records, 7 analyze images and 1 combines images with EHR data [12]. Public data were
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0 20 40 60 80 100
Share of reports (%)

D1 Reproducibility and
reporting completeness

D2 Performance
overestimation

D3 Clinical applicability
and validation

88% 10%

76% 20%

88% 8%

Retained reports (n = 49)

0 20 40 60 80 100
Share of reports (%)

22% 26% 52%

8% 30% 62%

28% 36% 36%

Excluded reports (n = 246)

Low risk Unclear risk High risk

Figure 2. Eligibility-stage risk-of-bias judgments for the 49 retained and 246 excluded full-text reports, by domain

used in 22 studies, public code was released in 10, and both were available in 8 [1, 3, 9, 24, 28, 30, 39, 40]. Table 8
lists every primary study with its coding.

3.3. Risk of bias

Eligibility stage. Figure 2 compares the domain-level judgments of the 49 retained and the 246 excluded reports.
Retained reports were judged at low risk in D1 in 43 cases (88%), in D2 in 37 (76%) and in D3 in 43 (88%).
Among excluded reports, D2 (performance overestimation) was the domain most often at high risk (153 of 246,
62%), followed by D1 (129, 52%) and D3 (89, 36%). Table 7 shows how the size of the evidence base depends
on the threshold. Requiring all three domains at low risk would have retained 25 reports. The applied rule retained
49. The score-based wording of the original submission would have retained 70, the 21 additional reports being
those with two unclear domains. Excluding a report only when two or more domains were at high risk would have
retained 156.

Table 7. Sensitivity of the eligible evidence base to the risk-of-bias threshold (295 full-text reports; Supplementary S5)

Decision rule Retained Excluded
All three domains low (strict worst-domain rule) 25 270
At least two domains low (rule applied in this review) 49 246
No domain high (unclear allowed) 65 230
Total score ≤ 5 and at most one high domain (wording of the original
submission) 70 225

Excluded only if two or more domains high 156 139
No risk-of-bias exclusion 295 0

The threshold therefore removed mainly reports whose evaluation was likely to overstate performance. If
anything, this should make the performance values summarized below less optimistic than those of the full
literature. The threshold may also have removed relevant studies from smaller venues and lower-resource settings,
where reporting is often less complete. Performance data were not extracted from the 246 excluded reports, so
a direct comparison of results with and without them is not possible. We treat this as a limitation of the review
(Section 5).

Full-text re-appraisal. Figure 3 shows the re-appraisal of the 40 primary studies with the rules in Table 5. In D1,
8 studies were at low risk, 16 unclear and 16 high, mainly because 30 studies released no code. In D2, only the two
studies with external or cross-dataset evaluation were at low risk [19, 30]. Twenty-nine were unclear because they
reported internal testing only, and nine were at high risk because they used simulated, synthetic or non-health data,

Stat., Optim. Inf. Comput. Vol. x, Month 202x



F. A. ALTHOBAITI, T. M. AHMED AND R. A. ALSEMMEARI 11

[1] + − − −
[3] + − − −
[4] × × × ×
[5] − × × ×
[6] × − − ×
[7] − − − −
[9] + − − −
[10] × − − ×
[11] − − − −
[12] − − − −
[13] × × × ×
[14] × × × ×
[16] × − + ×
[17] × − − ×
[18] − − − −
[19] − + + −
[20] − − − −
[21] − − − −
[22] × × × ×
[24] + − − −

D1 D2 D3 All

[25] × × × ×
[27] − − − −
[28] + − − −
[30] + + + +
[31] − − − −
[32] × × − ×
[33] − − − −
[34] − × × ×
[35] − − − −
[37] × × × ×
[39] + − − −
[40] + − − −
[41] − − − −
[42] × − − ×
[43] × − + ×
[44] − − − −
[46] − − − −
[47] × − − ×
[48] × − − ×
[49] × − − ×

D1 D2 D3 All

0 20 40 60 80 100
Primary studies (%)

D1

D2

D3

Overall

8 16 16

29 9

4 28 8

21 18

Summary (n = 40)

D1: reproducibility and reporting completeness; D2: performance overestimation; D3: clinical applicability and validation.
Overall = most severe domain judgement. Secondary studies (n = 9) are not appraised.

+  Low
−  Unclear
×  High

Figure 3. Full-text risk-of-bias re-appraisal of the 40 primary studies (traffic-light plot and summary). Symbols: + low, −
unclear, × high. Numbers in brackets are reference numbers

reported no reproducible evaluation, or derived their labels from another detector [32]. In D3, four studies were at
low risk [16, 19, 30, 43], 28 were unclear and 8 were at high risk. Overall, one study was at low risk [30], 21 were
unclear and 18 were at high risk. This is consistent with appraisals of machine-learning prediction studies in other
clinical areas, which also find most studies at high or unclear risk [61]. The eligibility-stage figure in the original
submission labeled all 49 studies as low risk overall. That label meant that a study had passed the threshold, and
it should not be read as a worst-domain judgment. Because risk of bias now serves for stratification, no study was
removed after re-appraisal.

3.4. RQ1: ZSAD mechanisms and their zero-shot degree

Applying the scale in Table 2 shows that very few studies test zero-shot generalization (Figure 4). One study
evaluated strict zero-shot detection together with few-shot adaptation [30]. MVFA adapts the CLIP image encoder
with multi-level residual adapters trained on other medical datasets and is tested on an unseen dataset, modality
and anatomical region in a leave-one-dataset-out design. One study combined a pathology vision-language model
with normal-only training (Z1+FM) and tested it on an external dataset [19]. Nineteen studies were anomaly-label-
free (Z1). They learned normality from normal or unlabeled target data with reconstruction, isolation, distance,
temporal or self-supervised sequence models, so they detect anomaly types absent from training but are not zero-
shot in the sense of Definition 1. Fourteen studies were supervised (Z0), including two that used pseudo-labels
or active learning [32, 47]. Five did not report which data and labels were used for training [4, 5, 12, 25, 34].
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Z3/Z2
zero/few-shot
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0 0 1 1 0

0 0 6 4 4
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(a) Zero-shot degree
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(b) Validation level

Cells give the number of primary studies (n = 40). FM = pretrained foundation or vision-language model.

Figure 4. Evidence map of the 40 primary studies: (a) domain by zero-shot degree; (b) domain by validation level

Pretrained foundation or vision-language models were used in three studies, all in imaging [12, 19, 30]. No fraud,
EHR or IoT study evaluated zero-shot transfer to an unseen target.

By mechanism family, the primary studies used supervised classifiers (9), generative or reconstruction models
(5), embedding or representation models including vision-language and BERT-type encoders (4), temporal deep
models (4), isolation and density methods (3), hybrid pipelines (3), graph or attention models (2), distance or
clustering methods (2), ontology-driven rules (2), benchmarks of many methods (2), one ensemble classifier, one
reinforcement-learning method with active learning, and two studies that did not specify a method. Table 8 gives
the family of each study, and the codebook in Supplementary S7 defines the families.

Table 8. Study-level characteristics of the 40 primary studies, ordered by domain (full extraction in Supplementary S1)

Ref. Year Domain Setting Family Z V Code
/ data

Headline result (as
reported)

RoB
D1D2D3
/ overall

[14] 2025 Fraud US billing and
insurance

Supervised Z0 V0 N/N Acc 0.92 HHH/H

[16] 2025 Fraud Insurance claims
(GP billing)

Isolation,
density

Z1 V2 N/N AUROC 0.82 HUL/H

[3] 2025 EHR/HIS EHR ML pipeline
(outcome prediction)

Supervised Z0 V2 Y/Y NR LUU/U

[4] 2025 EHR/HIS Big-data pipeline
security

Not specified NS V1 N/N Acc 0.97 HHH/H

[5] 2025 EHR/HIS Ontology-driven
access control

Ontology NS V1 N/Y DR 0.94 UHH/H

[7] 2025 EHR/HIS HIT network traffic
across hospitals

Hybrid Z1 V2 Y/N NR UUU/U

[10] 2025 EHR/HIS ECG abnormality
from EHR summary
data

Supervised Z0 V2 N/N F1 0.63; Acc 0.67 HUU/H

[20] 2024 EHR/HIS EHR event
sequences (HIT)

Embedding Z1 V2 Y/N F1 0.80–0.99 UUU/U

[25] 2024 EHR/HIS Healthcare data
warehouses

Not specified NS V0 N/N NR HHH/H

[32] 2024 EHR/HIS EHR access audit
logs

Hybrid Z0 V2 N/N F1 0.99; Acc 0.992 HHU/H
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Ref. Year Domain Setting Family Z V Code
/ data

Headline result (as
reported)

RoB
D1D2D3
/ overall

[34] 2024 EHR/HIS Cloud EHR access
control

Ontology NS V1 N/Y NR UHH/H

[39] 2023 EHR/HIS Disease-surveillance
records

Isolation,
density

Z1 V2 Y/Y NR LUU/U

[41] 2023 EHR/HIS Clinical tabular data Isolation,
density

Z1 V2 N/Y AUROC 0.78 UUU/U

[47] 2025 EHR/HIS Cardiovascular
clinical records

RL+AL Z0 V2 N/N AUROC 0.75; F1 0.56 HUU/H

[48] 2025 EHR/HIS NHS
quality-indicator
time series

Distance,
clustering

Z1 V2 N/N NR HUU/H

[49] 2025 EHR/HIS Bioinformatics
pipeline syslogs

Temporal DL Z1 V2 N/N F1 0.91 HUU/H

[1] 2025 IoT Wearable single-lead
ECG

Generative Z1 V2 Y/Y F1 0.94; Acc 0.91 LUU/U

[6] 2025 IoT IoT medical-device
streams

Temporal DL Z1 V2 N/N AUROC 0.91; F1 0.86 HUU/H

[13] 2025 IoT IoT security and
integrity

Generative Z1 V1 N/N AUROC 0.92; F1 0.84;
Acc 0.95

HHH/H

[17] 2025 IoT Elderly monitoring,
non-wearable
sensors

Hybrid Z1 V2 N/N AUROC 0.95; F1 0.86;
Acc 0.92

HUU/H

[18] 2025 IoT IoMT cybersecurity Graph,
attention

Z0 V2 N/Y AUROC 0.998; F1 0.991;
Acc 0.98

UUU/U

[21] 2024 IoT IoMT intrusion
detection

Supervised Z0 V2 N/Y AUROC 0.93; Acc 0.98 UUU/U

[22] 2024 IoT WBAN interfer-
ence/malicious
nodes

Supervised Z0 V1 N/N NR HHH/H

[27] 2024 IoT IoT/IoMT intrusion
detection

Ensemble Z0 V2 N/Y Acc 0.98 UUU/U

[31] 2024 IoT WBAN vital signs Generative Z1 V2 N/Y F1 0.96; Acc 0.93 UUU/U
[33] 2024 IoT IoT intrusion

detection
Supervised Z0 V2 N/Y Acc 0.996 UUU/U

[35] 2023 IoT Healthcare IoT
security (sensor
data)

Supervised Z0 V2 N/Y F1 0.97; Acc 0.99 UUU/U

[37] 2023 IoT Medical IoT traffic Supervised Z0 V1 N/N NR HHH/H
[43] 2022 IoT Home sensors,

dementia
Distance,
clustering

Z1 V2 N/N Recall 0.84 HUL/H

[44] 2022 IoT Cloud ECG
monitoring

Temporal DL Z1 V2 N/Y Acc 0.98 UUU/U

[46] 2022 IoT WBAN
physiological data

Temporal DL Z1 V2 N/Y F1 0.98; Acc 0.990 UUU/U

[9] 2025 Img/sig Digital pathology
(benchmark)

Benchmark Z1 V2 Y/Y NR LUU/U

[11] 2025 Img/sig EEG Graph,
attention

Z0 V2 N/Y Acc 0.93 UUU/U

[12] 2025 Img/sig Multimodal
(imaging + EHR)

Embedding NS V2 N/Y AUROC 0.93; F1 0.88 UUU/U

[19] 2025 Img/sig Pathology WSIs Embedding Z1+FM V3 N/Y AUROC 0.97 (int.); 0.997
(ext.)

ULL/U

[24] 2024 Img/sig Chest X-ray, fundus Generative Z1 V2 Y/Y AUROC 0.92 LUU/U
[28] 2024 Img/sig Six imaging datasets

(benchmark)
Benchmark Z1 V2 Y/Y AUROC 0.92 LUU/U

[30] 2024 Img/sig Six imaging
datasets, five
modalities

Embedding Z3/Z2 V3 Y/Y AUROC 0.80 (ZS); 0.89
(4-shot)

LLL/L
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Ref. Year Domain Setting Family Z V Code
/ data

Headline result (as
reported)

RoB
D1D2D3
/ overall

[40] 2023 Img/sig Chest X-ray,
multi-annotator

Supervised Z0 V2 Y/Y NR LUU/U

[42] 2023 Img/sig Mammography Generative Z1 V2 N/N AUROC 0.70; Acc 0.64 HUU/H
Z: zero-shot degree (Table 2); +FM: pretrained foundation-model prior; NS: not specified. V: validation level (Definition 3).
Code/data: public availability (Y/N). Acc: accuracy; DR: detection rate; ZS: zero-shot; int./ext.: internal/external test; NR:
no extractable headline metric. RoB: L low, U unclear, H high.

3.5. RQ2: Comparative performance across domains and zero-shot degrees

Metric reporting. Headline AUROC values were reported by 14 primary studies, F1 by 13 and accuracy by 17.
Twelve studies reported accuracy without any threshold-free metric, even though accuracy is uninformative when
anomalies are rare. Precision-recall summaries (AUPRC or average precision) were reported or discussed in 7
studies, and 10 studies reported no extractable headline metric for anomaly detection. Because the metrics are not
interchangeable, Table 9 summarizes each one separately. The original submission stated that ensemble and deep-
learning models achieved 85–95% accuracy and reported pooled means and standard deviations across metrics.
Those statements mixed AUROC, F1 and accuracy and could not be traced to a reproducible rule, so they have
been removed and replaced by the study-level values in Table 8 and the stratified summaries in Table 9.

Table 9. Reported performance by zero-shot degree and by domain: median [range] (number of studies reporting the
metric). Values are unweighted descriptive summaries of headline results and not pooled estimates

Stratum (primary studies) AUROC F1 Accuracy
By zero-shot degree

Z3/Z2 zero/few-shot (n = 1) 0.80 zero-shot; 0.89 at k
= 4 (1) – –

Z1+FM label-free with FM prior
(n = 1)

0.97 internal; 0.997
external (1) – –

Z1 anomaly-label-free (n = 19) 0.91 [0.70–0.95] (8) 0.91 [0.84–0.98] (7) 0.93 [0.64–0.99] (7)
Z0 supervised (n = 14) 0.93 [0.75–0.998] (3) 0.97 [0.56–0.991] (5) 0.98 [0.67–0.996] (9)
Not specified (n = 5) 0.93 (1) 0.88 (1) 0.97 (1)
By domain
Fraud and billing (n = 2) 0.82 (1) – 0.92 (1; V0)
EHR and health-information sys-
tems (n = 14) 0.77 [0.75–0.78] (2) 0.77 [0.56–0.99] (4) 0.97 [0.67–0.99] (3)

IoT and wearable monitoring (n =
15) 0.93 [0.91–0.998] (5) 0.95 [0.84–0.991] (8) 0.98 [0.91–0.996] (11)

Imaging and diagnostic signals (n
= 9) 0.92 [0.70–0.97] (6) 0.88 (1) 0.78 [0.64–0.93] (2)

All primary studies (n = 40) 0.92 [0.70–0.998] (14) 0.91 [0.56–0.991] (13) 0.97 [0.64–0.996] (17)

Three patterns stand out. First, the highest values come from supervised classification of known attack classes
on IoT testbed data. Examples are accuracy of 0.996 on CICIoT2023 [33] and AUROC of 0.998 on CICIoMT2024
[18]. These are closed-set tasks with random internal splits, so they say little about detection of attacks that were
absent from training. Second, the only strict zero-shot evaluation produced lower values (mean AUROC 0.80 over
six unseen datasets) under the most demanding design [30]. The level of a reported number therefore depends
at least as much on the evaluation design as on the method. Third, EHR and health-information-system studies
reported the lowest threshold-free values (AUROC 0.75 and 0.78 [47, 41]), and fraud contributed a single AUROC
(0.82 [16]). Both domains lack shared benchmarks, which leaves their evidence thin.

3.5.1. Sensitivity analyses Table 10 reports the six sensitivity analyses. Removing studies without real-data
evaluation, removing preprints, or removing studies at high risk of performance overestimation changed the median
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AUROC and F1 by at most 0.015. The median accuracy fell from 0.973 to 0.930 when IoT security studies with
testbed attack labels were removed, and it was 0.930 among label-free studies against 0.983 among supervised ones.
The high accuracies in the literature therefore come mainly from closed-set supervised tasks, and the threshold-free
summaries are stable.

Table 10. Sensitivity analyses: median of reported headline values (number of studies reporting the metric)

Analysis Studies AUROC F1 Accuracy
S0 All primary studies 40 0.918 (14) 0.910 (13) 0.973 (17)
S1 Excluding studies without real-data evaluation (V0,
V1) 32 0.916 (13) 0.925 (12) 0.979 (14)

S2 Excluding preprints 38 0.916 (13) 0.910 (13) 0.973 (17)
S3 Excluding studies at high risk in D2 31 0.916 (13) 0.910 (11) 0.979 (13)
S4 Label-free, few-shot and zero-shot only (Z1–Z3) 21 0.913 (10) 0.910 (7) 0.930 (7)
S5 Supervised only (Z0) 14 0.929 (3) 0.967 (5) 0.983 (9)
S6 Excluding IoT security studies with testbed attack
labels 36 0.913 (12) 0.897 (12) 0.930 (13)

3.5.2. Zero-shot versus few-shot and hybrid adaptation Only MVFA [30] reports zero-shot and few-shot results
for the same model and targets, so it is the only source for a direct comparison. In the zero-shot setting its image-
level AUROC on the six unseen datasets was 0.78 (histopathology), 0.71 (chest X-ray), 0.95 (OCT17), 0.79 (brain
MRI), 0.76 (liver CT) and 0.83 (RESC), with a mean of 0.80. With four labeled shots per target (k = 4, normal
and abnormal images) the values rose to 0.83, 0.82, 0.99, 0.92, 0.81 and 0.96, with a mean of 0.89. The gain
ranged from 0.04 to 0.14 AUROC across targets. Four labeled images cost far less than full annotation, so few-shot
adaptation is the better choice whenever a handful of confirmed examples can be collected. Zero-shot detection
remains the only option when no confirmed example exists yet, as with a new fraud scheme or a previously unseen
device fault, and its performance then sets the floor that a deployed system must tolerate. The original submission
described hybrids as typically adding 0.03 to 0.07 AUROC. That range could not be traced to the included studies
and has been replaced by the values above.

3.5.3. Failure modes The included studies also document conditions under which label-efficient detection fails or
its results cannot be interpreted:

• Domain gap in vision-language priors. Under zero-shot transfer, WinCLIP, which relies on prompts designed
for natural images, scored below chance on two retinal datasets (AUROC 0.47 on OCT17 and 0.43 on RESC).
Its average AUROC fell from 0.95 on industrial images to 0.76 on medical images in the few-shot setting
[30].

• Inadequate representation of categorical data. For insurance claims with high-cardinality categorical
variables, one-hot encoding gave AUROC between 0.51 and 0.60 for every detector, against 0.69 to 0.82
with learned embeddings [16].

• Weak signal in coarse features. Accuracy was 0.67 for ECG abnormality detection from summary
measurements [10], a StyleGAN2 detector reached AUROC 0.70 with a specificity of 0.52 in mammography
[42], and reinforcement learning with active learning reached F1 0.56 and AUROC 0.75 on cardiovascular
records [47].

• Evaluation artefacts. When classifiers were trained and tested on labels produced by Isolation Forest, their
accuracy of 0.99 measured agreement with that detector and not detection of true anomalies [32]. Six studies
evaluated only on simulated, synthetic or non-health data [4, 5, 13, 22, 34, 37], and one evaluated on injected
anomalies in real system data [7].

• Unmeasured alarm burden. Only one study reported an alert rate (84.3% recall at an alert rate of 5.1%) [43].
Without this information, the effect of a detector on staff workload cannot be judged.
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3.5.4. Benchmark datasets and evaluation protocols Table 11 lists the datasets used by the primary studies.
Imaging is the only domain with shared public benchmarks and reproducible splits, such as the BMAD collection
[28] and the leave-one-dataset-out benchmark used for MVFA [30]. Physiological monitoring relies mainly on
MIMIC and PhysioNet signals, and the anomaly labels there are often derived from thresholds or injected faults
rather than from clinical events. IoT security relies on laboratory testbeds with attack labels (CICIoMT2024,
CICIoT2023, WUSTL-EHMS-2020). Evaluating the same detector on several intrusion datasets, as done for
recurrent models in [89], is a first step toward cross-dataset testing, but training and testing on the same attack
families remains the norm. EHR and fraud studies used private institutional data, which cannot be shared. No
public healthcare-claims dataset with confirmed anomalies was used by any included study. As a result, evaluation
of zero-shot transfer is currently possible only in imaging, and the absence of shared benchmarks is the main
obstacle to cumulative evidence in the other three domains.

Table 11. Datasets used by the primary studies and the resulting evaluation gaps

Domain Datasets (studies) Evaluation gap

Fraud and billing Private Belgian insurer claims [16]; dataset not reported
[14]

No public claims benchmark with
confirmed anomalies

EHR and health-
information sys-
tems

MIMIC-IV and eICU [3]; MIMIC-III with simulated
access patterns [34]; private VA EHR sequences and
hospital-network traffic [7, 20]; private hospital audit
logs [32]; regional ECG summary records [10]; public
malaria-surveillance data [39]; ten public medical
tabular datasets [41]; NHS primary-care indicators [48];
cardiovascular records [47]; simulated or non-health data
[4, 5]; real and simulated pipeline logs [49]

Mostly private data; anomalies often
injected or simulated; no shared EHR
anomaly benchmark

IoT: physiologi-
cal monitoring

Five open ECG datasets and Icentia11k [1]; MIMIC
and MIMIC-II via PhysioNet [31, 46]; MIT-BIH and
other ECG data [44]; UK Dementia Research Institute
home-sensor cohort [43]; smart-home sensor data [17];
unnamed device streams [6]

Clinically confirmed events only in
[43]; heterogeneous anomaly defini-
tions

IoT: device and
network security

CICIoMT2024 [18]; CICIoT2023 [33]; WUSTL-EHMS-
2020 [21]; two public IoT security datasets [27];
PhysioNet sensor data [35]; simulated traffic or networks
[13, 22, 37]

Closed-set attack labels; random
splits; no test on unseen attack
families

Imaging and
diagnostic
signals

BMAD: BraTS2021, BTCV and LiTS, RESC, OCT2017,
RSNA, Camelyon16 [28]; BrainMRI, LiverCT, RESC,
OCT17, ChestXray, HIS [30]; GastricLN with external
Camelyon16 [19]; five pathology datasets [9]; RSNA,
VinDr-CXR, LAG [24]; VinDr-CXR [40]; IU X-ray and
VinDr-CXR [12]; TUH Abnormal EEG [11]; institutional
mammograms [42]

Shared benchmarks exist; external
and cross-modality tests possible but
rarely run

3.5.5. Computational requirements and deployment feasibility Sixteen primary studies reported hardware, latency,
energy or run-time information. The vision-language approaches were designed to be light at deployment. MVFA
adds lightweight residual adapters to a pretrained CLIP image encoder and was trained on a single consumer GPU
[30], and Ano-NAViLa trains a small multilayer perceptron on frozen pathology embeddings to cope with gigapixel
slides [19]. Edge and fog architectures were proposed for monitoring, either to keep data local or to reduce latency
[17, 6]. A lightweight matrix-profile method was designed for continuous home monitoring [43], and an energy-
efficient classifier was designed for body-area sensor nodes [22]. Streaming security frameworks reported detection
latencies of about 500 ms [4]. None of the studies compared accuracy and computational cost across method
families under the same conditions, so we cannot rank the families by deployment feasibility. Two qualitative
conclusions are supported. Frozen-backbone vision-language methods move most of the cost to pretraining and
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keep target-side cost low. Temporal and one-class models are small enough for edge devices but must be retrained
or recalibrated locally, which conflicts with the goal of avoiding target-specific training.

3.6. Explainability: what the evidence shows

The original submission stated that SHAP or LIME were used in 28.57% of the studies and that they reduced
false positives by 12–18%. The re-extraction does not support either statement, and both have been removed. Post
hoc attribution with SHAP was applied in two primary studies [16, 18]. Two more mentioned SHAP or LIME
without reporting attribution results [6, 14]. Five used intrinsic or model-specific interpretability: disentangled
latent factors [1], knowledge-guided attention [12], text-based explanations from a vision-language model [19],
outlying-aspect mining [41] and matrix-profile motifs reviewed by a clinical monitoring team [43]. Outside the
included set, saliency methods such as Grad-CAM are a common route to interpretability in medical image
classification [90]. No included study compared false-positive rates, alert burden, user trust or generalization with
and without explanations. Any statement that explainability improves these outcomes is therefore a hypothesis for
future controlled studies, and the evidence reviewed here does not establish it.

3.7. ZSAD classification framework

To organize heterogeneous approaches, the review proposes a framework with three axes (Figure 5). Axis A is
the zero-shot degree of Table 2. Axis B is the mechanism family: embedding and prompt alignment, generative
and reconstruction models, isolation, density, distance and temporal models, and graph, knowledge and ontology
reasoning, with hybrids recorded as combinations. Axis C is the three-level evaluation taxonomy (bibliographic,
methodological and clinical) with a risk-of-bias and certainty overlay. The framework differs from a list of method
families in two ways. Its categories are defined by checkable decision rules, and every study receives exactly one
code on each axis, so two reviewers can apply it and compare their codes.

Table 12 states what the framework inherits from existing taxonomies, what it revises and what it adds.
The method axis inherits the reconstruction, one-class and density categories of general anomaly-detection
reviews [69, 70, 71]. It revises them by separating representation learning with external pretrained models from
representation learning on target data, because that separation decides whether zero-shot transfer is possible at all.
The zero-shot axis is new for healthcare. It adapts the zero-shot learning protocol [73] to anomaly detection and
adds the few-shot and label-free levels that ZSL taxonomies do not need. The validation levels inherit the staged
logic of DECIDE-AI [60] and add an explicit level for simulated or non-health data, which is common in IoT
security studies. The appraisal overlay inherits PROBAST+AI and TRIPOD+AI [55, 56] and adds the unseen-
anomaly and synthetic-anomaly questions.

Case-based verification. All 49 included studies were coded on the three axes. On the zero-shot axis, 35 of the
40 primary studies could be coded, and five could not because the regime was not reported [4, 5, 12, 25, 34].
Thirty-one were coded directly from the definitions. Three required a decision rule that the original categories did
not contain: pseudo-labels from an unsupervised detector were coded Z0 [32], active-learning label queries were
coded Z0 [47], and an unsupervised embedding with a labeled k-nearest-neighbor head was coded Z1 with a note
[1]. One more study used unlabeled images that contained both normal and abnormal cases and was coded Z1 [24].
These rules are now part of the codebook (Supplementary S7). The framework could therefore classify every study
that reported its training data, and the cases it could not classify point to a reporting gap rather than a gap in the
framework. Independent coding by a second reviewer is the next step of validation.

3.8. Thematic synthesis

Table 13 summarizes the themes mapped to the research questions. Each code is defined in the codebook
(Supplementary S7), and the number of primary studies supporting it is given, so that the strength of each theme
can be judged.

3.9. Certainty of evidence
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ZSAD evidence framework for healthcare

Axis A: zero-shot degree

Z3 strict zero-shot: no target-task
samples; transfer through prompts

or pretrained models

Z2 few-shot: k target samples used
for adaptation (report k and

whether they are normal/abnormal)

Z1 anomaly-label-free: normal-only
or unlabelled target data

(flag foundation-model priors)

Z0 supervised: anomaly labels,
pseudo-labels or active-learning

queries

Axis B: mechanism family

Embedding and prompt
alignment (CLIP-type,
BERT, FM features)

Generative and
reconstruction models

(AE, VAE, GAN)

Isolation, density,
distance and temporal

models

Graph, knowledge and
ontology reasoning;

hybrid pipelines

Axis C: three-level taxonomy

Level 1 bibliographic: year,
venue, peer-review status,

open code and data

Level 2 methodological:
family, modality, metric,

zero-shot degree

Level 3 clinical: domain,
anomaly definition,

validation level V0-V4

Appraisal overlay: D1-D3
risk of bias and certainty

of evidence

Every included study receives one code on each axis (Supplementary S1, S7); the codes generate the evidence map (Figure 4).

Figure 5. ZSAD evidence framework: zero-shot degree, mechanism family and the three-level evaluation taxonomy with an
appraisal overlay

Table 12. Relation of the proposed framework to existing taxonomies and evaluation frameworks

Framework
element Inherited from Revised Newly added

Axis A: zero-shot
degree

Zero-shot learning protocols
[73, 74]; ZSAD and few-
shot AD settings [63, 64, 94]

Target defined as dataset, site
or modality rather than class

Four-level scale Z0–Z3 with deci-
sion rules; foundation-model flag;
pseudo-label and active-learning
rules

Axis B:
mechanism family

Reconstruction, one-class,
density and distance families
[69, 70, 71]

Representation learning split
into external pretraining and
target-data learning

Knowledge and ontology reasoning
and graph models as explicit fami-
lies for EHR and claims data

Axis C, level 2–3:
validation

DECIDE-AI staged evalua-
tion [60]

Applied to retrospective
benchmark studies

V1 level for simulated or non-
health data; V3 includes leave-one-
domain-out designs

Appraisal overlay
PROBAST, PROBAST+AI,
TRIPOD+AI [54, 55, 56];
GRADE [59]

Three domains instead of four
Signalling questions on unseen
anomaly types, synthetic anomalies
and circular labels

Governance
indicators

EU AI Act, FDA GMLP
and PCCP, GDPR, HIPAA,
NIST AI RMF [80, 81, 82,
83, 84, 86]

Requirements expressed as
measurable indicators

Each indicator linked to the number
of included studies that already
report it (Table 15)

Table 14 rates the certainty of the main findings. No finding reached moderate or high certainty. The commonest
reasons for downgrading were risk of bias, indirectness (most evidence comes from one domain or from internal
splits) and imprecision (one or two studies).
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Table 13. Thematic synthesis aligned to the three research questions (number of primary studies supporting each code)

Research
question Theme Codes (number of studies) Representative evidence

RQ1

Label-free normality
modeling dominates;
strict zero-shot trans-
fer is rare

Anomaly-label-free training (19); foundation-
model semantic transfer (3); strict zero-shot
evaluation (1); few-shot evaluation (1); super-
vised closed-set classification (14); regime not
reported (5)

[30, 19, 12, 16, 20, 43]

RQ2
Reported
performance depends
on evaluation design

Internal split only (30); simulated or non-
health data (6); external or cross-dataset test
(2); accuracy without a threshold-free metric
(12); circular labels (1); domain gap in vision-
language priors (1)

[30, 33, 18, 32, 5]

RQ2
Data structure
decides which
mechanism works

Temporal dependence modeling of physiolog-
ical signals and sensor streams (9); relational
and graph structure for EHR events, EEG chan-
nels and networks (4); embeddings for high-
cardinality categorical claims (1)

[16, 20, 7, 44, 46]

RQ3 Translational and
governance gaps

No prospective evaluation (40 of 40 without); no
subgroup or fairness analysis (40 of 40 without);
alert burden reported (1); privacy or regulation
discussed (HIPAA or GDPR 7; federated or
differential privacy 12, none evaluated); public
code (10)

[43, 4, 5, 34, 17]

Table 14. Certainty of the main findings (GRADE-adapted)

Finding Studies Reasons for downgrading Certainty

Strict zero-shot detection on unseen
medical-imaging datasets reaches moder-
ate discrimination (mean AUROC 0.80;
0.71–0.95)

1 Imprecision (single study); indirectness for
fraud, EHR and IoT

Low
(imaging);
very low

(other
domains)

Four labeled shots improve on zero-shot
detection (mean AUROC +0.085) 1 Imprecision (single study) Low

Anomaly-label-free detectors report
AUROC 0.70–0.95 (median 0.91) 8 Risk of bias (internal validation); inconsis-

tency; indirectness to unseen targets Low

Supervised IoT intrusion detectors report
accuracy of 0.97 or higher 5 Risk of bias; indirectness (closed-set testbed

attacks rather than unseen anomalies) Very low

Explainability reduces false alarms or
improves trust

0 compara-
tive No comparative evidence Very low (no

evidence)
Detectors improve clinical or financial
outcomes in practice

0 prospec-
tive No prospective or deployed evaluations Very low (no

evidence)

4. Discussion

4.1. Principal findings

This review set out to compare zero-shot anomaly detection across fraud detection, EHR and health-information
systems, and IoT monitoring. Its main finding is that the healthcare literature labeled as zero-shot or label-efficient
rarely tests zero-shot transfer. Of 40 primary studies, one evaluated strict zero-shot detection, and it did so in
medical imaging [30]. Another combined a pathology foundation model with normal-only training and an external
test [19]. The remaining studies were label-free one-class detectors (19), supervised classifiers (14) or did not
report their regime (5). Two studies tested on data from a source not used in training, and none was prospective.
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The original submission described ZSAD as having transformative potential for healthcare integrity and patient
safety. The evidence supports a narrower statement: zero-shot transfer is feasible for medical images with moderate
discrimination, and in fraud, EHR and IoT data it has not yet been tested.

These results do not show that zero-shot methods are ineffective. They show that the evaluations needed to judge
them have mostly not been done. Reported performance was high across all strata (median AUROC 0.92), but
most values come from internal splits, and the highest come from closed-set supervised tasks. The only leave-one-
dataset-out evaluation reported a mean AUROC of 0.80. This gap between internal and cross-domain results agrees
with the general observation that machine-learning studies in medicine are at high or unclear risk of bias and tend
to overstate performance [61].

4.2. Comparative insights across domains

The included studies suggest that data structure, more than the domain label, decides which mechanism works. For
physiological streams, temporal models such as LSTM autoencoders and ConvLSTM networks reported F1 of 0.86
to 0.98 [6, 46] and accuracy of 0.98 [44] under internal validation, because anomalies in these data are deviations in
dynamics and in correlations between channels. For EHR event sequences and hospital-network traffic, contextual
and relational models (EHR-BERT and graph analysis across hospitals) captured irregularities that single-event
rules miss [20, 7], but they were evaluated on private Veterans Affairs data with injected or unconfirmed anomalies.
For insurance claims, the decisive step was the representation of high-cardinality categorical variables. Learned
embeddings raised AUROC from at most 0.60 to 0.82, and SHAP attributions were used to explain flagged
providers to investigators [16]. For images, vision-language priors were the only route to zero-shot transfer, and
they worked better when adapted to medical features [30, 19].

Ensemble and deep models did not consistently outperform simpler detectors. In claims data, classical one-class
SVM was among the best methods once the representation was fixed [16]. In clinical tabular benchmarks, Isolation
Forest had the best average AUROC (0.78) [41]. Random forests were competitive with a graph-transformer hybrid
on IoMT traffic [18]. Heterogeneity, temporal dependence and class imbalance in healthcare data favor methods
that model normality well. They do not by themselves favor deeper models, and the original claim of a general
superiority of ensembles and deep learning has therefore been withdrawn.

How the three domains can reinforce one another. The evidence for integration across domains is conceptual,
since no included study linked anomalies across claims, records and devices. Three mechanisms are nevertheless
plausible and testable. First, a shared model of normality: a device reading, the EHR entry it produces and the
claim that bills it describe the same care event, so an inconsistency between them is itself an anomaly signal that no
single stream contains. Second, shared drift monitoring: software updates, coding changes and new devices shift all
three streams at once, and drift detected in one stream can trigger recalibration in the others. Third, shared semantic
priors: text descriptions of normal and abnormal clinical states, which drive zero-shot scoring in imaging [30, 19],
could be reused to score EHR notes and claims narratives. Testing any of these mechanisms requires linked data
from the same patients, which none of the current benchmarks provides.

4.3. Zero-shot, few-shot and hybrid approaches: costs and benefits

The single direct comparison available shows that four labeled shots per target raised mean AUROC from 0.80 to
0.89 and that the gain varied from 0.04 to 0.14 between targets [30]. In practice the choice depends on whether
confirmed examples exist. When a new anomaly type has already been observed a few times, for example a
confirmed fraud pattern or a known device fault, the labeling cost of few-shot adaptation is small and the expected
gain is substantial. When the anomaly type has not yet been observed, few-shot adaptation is impossible, and the
zero-shot performance is what the system will deliver. A hybrid design that runs zero-shot scoring from day one
and switches to few-shot adaptation as confirmed cases accumulate combines the two. It also creates a governance
requirement, because every adaptation changes the deployed model (Section 4.5).

4.4. Foundation models beyond CLIP and deployment feasibility
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All three foundation-model studies used contrastive vision-language encoders [30, 19, 12]. Other encoders are
relevant but untested in the included healthcare studies. These include self-supervised visual features (DINOv2)
[65], sigmoid-loss language-image models (SigLIP) [66], biomedical vision-language models (BiomedCLIP) [67],
pathology-specific models (CONCH, used as the backbone of Ano-NAViLa) [68, 19] and in-context generalist
detectors [94]. For fraud, EHR and IoT data the bottleneck is different. Pretrained models for claims, event logs
and multivariate physiological streams are much less mature than image-text models, so zero-shot transfer in these
domains will depend on such models and on benchmarks that test them. Regarding computation, frozen-backbone
methods shift cost to pretraining and are inexpensive at the target site, whereas one-class models are small but need
local training data and periodic recalibration. Deployment decisions should weigh these costs against the validation
evidence, which is currently strongest for frozen-backbone imaging models.

4.5. Ethical, institutional, and governance considerations

The original discussion of ethics and governance listed principles without saying how compliance could be
checked. Table 15 translates the main requirements of the EU Artificial Intelligence Act [80], the FDA, Health
Canada and MHRA Good Machine Learning Practice principles [81], the FDA guidance on predetermined change
control plans [82], the GDPR [83], the HIPAA Security Rule [84], the NIST AI Risk Management Framework [86]
and the WHO guidance on AI for health [87] into audit indicators. For each indicator it reports how many of the
40 primary studies already provide the evidence the indicator needs, assigns a responsible role and proposes an
illustrative deployment threshold. The thresholds are examples to be set by each institution, and they have not been
validated.

Two accountability boundaries follow from the table. Developers are accountable for documentation, validation
evidence and change-control plans. Deploying institutions are accountable for local validation, alert handling,
subgroup monitoring and the decision to act on an alert. In every domain reviewed here an alert should flag a case
for human review and should never trigger an automatic sanction, denial of payment or change in treatment. Most
indicators in Table 15 are not met by the current evidence. Closing these gaps is a precondition for responsible
deployment, and the indicators can serve as a reporting checklist for future studies.

4.6. Comparison with previous reviews

Compared with the reviews in Table 1, this review differs in four respects. It applies one protocol to fraud, EHR
and IoT monitoring, while earlier reviews covered one data type or method family [29, 36, 38, 45, 85]. It separates
zero-shot, few-shot, label-free and supervised detection with checkable rules, which none of the earlier reviews
did. It appraises risk of bias with criteria adapted to machine-learning evaluations and rates the certainty of its
conclusions. Finally, it links governance requirements to measurable indicators and to the evidence that studies
actually report. Its conclusions are also more cautious than those of earlier narrative reviews, because the appraisal
shows how much of the reported performance rests on internal validation.

5. Limitation

The review process has several limitations. The review was not registered and no protocol was published in advance.
The stratification by zero-shot degree and validation level, the full-text re-appraisal and the sensitivity analyses were
added during revision, so they are post hoc and were applied by authors who knew the studies. Screening was done
by one reviewer, and extraction agreement was checked on a 20% sample without a formal statistic, so selection and
coding errors cannot be excluded. To mitigate this, every coding decision is reported in Supplementary S1 and S5
for independent checking. One hundred reports could not be retrieved, and their content is unknown. The risk-of-
bias threshold excluded 246 of 295 full-text reports without extraction of their results, so the effect of the threshold
on the performance summaries can only be reasoned about and cannot be measured (Section 3.3). The search used
zero-shot terms with domain and enabling terms but not the vocabulary of out-of-distribution detection, open-set
recognition or novelty detection. It covered NeurIPS, ICML and ICLR only through Google Scholar, which was
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Table 15. Governance requirements mapped to audit indicators, evidence in the included studies, responsibility and
illustrative deployment thresholds

Requirement
(source) Audit indicator

Evidence in pri-
mary studies (of
40)

Responsible
role

Illustrative deployment thresh-
old

Representative data
and independent test
sets (AI Act Art. 10;
GMLP 3–5)

Test on a dataset, site or
anomaly type not used in
training; dataset descrip-
tion

External or
cross-dataset
test: 2

ML lead with
data steward

Local retrospective validation
before go-live, with AUROC loss
within a pre-specified margin
(for example, no more than 0.05)
of the development estimate

Technical
documentation and
record-keeping
(Art. 11–12;
TRIPOD+AI)

Public or escrowed code,
model version log, data
provenance

Public code: 10;
code and data: 8

Developer or
vendor

Model card and version log
approved by the oversight com-
mittee

Transparency and
human oversight
(Art. 13–14; GMLP
7, 9)

Explanation available
per alert; human review
before action; override
logging

Post hoc attribu-
tion: 2; any inter-
pretability: 7

Clinical or audit
owner

Every alert reviewable by a
named human before any action;
overrides logged

Accuracy, robustness
and cybersecurity
(Art. 15)

Performance on unseen
anomaly types; robust-
ness to drift and attack

Unseen-target
test: 2; drift
addressed in
design: 1

ML lead with IT
security

Monitored metrics with an
agreed recalibration trigger
(for example, a sustained drop
in precision at the operating
threshold)

Workload and alarm
burden (GMLP 7–8;
WHO)

Alert rate per patient-
day or per 1,000 claims;
precision at the operating
point

Alert rate
reported: 1

Clinical or audit
owner

Alert volume within staffed
review capacity agreed in
advance

Fairness and equity
(WHO; NIST AI
RMF)

Performance by sex, age,
ethnicity and provider
type

Subgroup analy-
sis: 0

Oversight com-
mittee

Pre-specified maximum gap
between subgroups before
deployment

Change control and
post-market monitor-
ing (Art. 72; FDA
PCCP; GMLP 10)

Documented change-
control plan for
retraining and few-
shot adaptation

Prospective
or deployed
evaluation: 0

Developer
with oversight
committee

Adaptations only within the
bounds of an approved change-
control plan, each followed by
revalidation

Privacy and lawful
processing (GDPR
Art. 5, 25, 35; HIPAA
Security Rule)

Data-protection impact
assessment; data
minimization; local
or federated processing

HIPAA
or GDPR
discussed: 7;
edge processing
designed: 2;
federated
evaluation:
0

Data protection
officer

Impact assessment completed
before processing; no identifiable
data leave the institution without
a legal basis

screened up to 200 results per query, and it did not search technical reports or industry white papers. Studies in other
languages and studies published before 2022 or after 2025 were not included, and the field is changing quickly.

The evidence base has its own limitations. Only one study evaluated strict zero-shot transfer and only two used
external validation, so the main findings rest on very few studies. Fraud detection contributed two primary studies,
one of which did not report its data, so conclusions for fraud are of very low certainty. Metrics, datasets and
anomaly definitions were heterogeneous, which prevented meta-analysis. Selective reporting of the best model was
common, and publication bias could not be assessed formally.
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6. Conclusion

6.1. Conclusion

This systematic review examined ZSAD in healthcare across fraud and billing, EHR and health-information
systems, and IoT monitoring, with medical imaging as a fourth stratum. Among 40 primary studies, one tested strict
zero-shot detection and one combined foundation-model priors with normal-only training. The rest relied on label-
free one-class models, supervised classifiers or unreported regimes. Reported performance was high under internal
validation, but the only cross-dataset zero-shot evaluation reached a mean AUROC of 0.80, and four labeled shots
raised it to 0.89. No study was prospective, none reported subgroup performance, and none measured the effect of
explanations on false alarms. The certainty of every main finding is low or very low.

The review contributes an operational definition and a four-level zero-shot scale that make claims of zero-shot
detection testable, a study-level evidence map with risk-of-bias and certainty ratings, a framework that states its
relation to existing taxonomies, and governance indicators linked to the evidence. The evidence supports cautious
optimism for zero-shot transfer in medical imaging. For fraud, EHR and IoT monitoring it identifies what still has
to be shown, and it describes how such evaluations should be designed and reported.

6.2. Implications for practice and policy

• Healthcare practitioners and auditors should treat current ZSAD and label-free detectors as triage tools that
rank cases for human review. Before relying on a detector, they should ask for local validation and for the
alert rate at the intended operating point.

• Healthcare institutions should set up an oversight committee that applies the indicators in Table 15, including
subgroup performance checks and drift monitoring, and should start with silent-mode pilots in which alerts
are recorded but not acted on, before any scaled rollout [60].

• Policymakers and regulators can require that claims of zero-shot or generalizable detection state the zero-
shot degree and the validation level (Definitions 2 and 3). They can also treat few-shot adaptation in deployed
systems as a model change that falls under a change-control plan [82].

• Technology developers should report AUROC together with AUPRC and the alert rate, release code or
provide escrowed access, and test on at least one external site or unseen anomaly type before claiming
generalization.

• Privacy and data governance require impact assessments, data minimization and, where data cannot leave an
institution, local or federated designs. Such designs should be evaluated rather than only proposed [83, 84].

6.3. Future research

The following proposals are specific enough to be tested.

i. Public benchmarks for the non-imaging domains. EHR event logs and claims datasets with confirmed
anomalies, released with leave-one-site-out and leave-one-anomaly-type-out splits, would make zero-shot
evaluation possible in the domains where it is now missing. Linked device, EHR and claims data for the
same patients would allow the cross-domain mechanisms in Section 4.2 to be tested.

ii. Shot-response curves. Studies should report performance at k ∈ {0, 1, 2, 4, 8, 16} shots on the same targets,
so that the cost-benefit trade-off between zero-shot and few-shot detection can be estimated across domains
rather than from one imaging study.

iii. Prospective silent-mode evaluations in at least one domain, reporting precision at the operating point, alert
burden and the time staff spend on review.

iv. Controlled tests of explainability, comparing alert handling, false-positive dismissal and trust with and
without explanations.

v. Subgroup reporting by sex, age and ethnicity for clinical data, and by provider type for claims.
vi. Non-image foundation models, such as models pretrained on clinical event sequences or multivariate

physiological signals, evaluated for zero-shot anomaly scoring with leave-one-site-out designs.

Stat., Optim. Inf. Comput. Vol. x, Month 202x



24 ZERO-SHOT ANOMALY DETECTION IN HEALTHCARE

vii. Validation of the composite generalization index proposed below against expert rankings or downstream
outcomes.

6.3.1. A composite generalization index (theoretical proposal) The original submission proposed a composite
metric of zero-shot robustness. Its weights were not justified and its components were on different scales. We
therefore reformulate it here as a theoretical proposal with normalized components, a default weighting rule, a
weight-sensitivity analysis and a worked example. Validation remains future work. For a detector evaluated on T
unseen targets, let

AGI = w1Z + w2S + w3(1−D) + w4E,

4∑︂
i=1

wi = 1, wi ≥ 0, (1)

where all four components lie in [0, 1]:

• Z = (AUROC0 − 0.5)/0.5, clipped to [0, 1], is the mean zero-shot AUROC over the T targets rescaled so
that chance level equals 0;

• S is the semantic alignment score, defined as the proportion of test samples whose embedding has a higher
cosine similarity with the prompt for its true state (normal or abnormal) than with the prompt for the other
state. It applies only to embedding-based methods;

• D = (AUROCseen −AUROCunseen)/(AUROCseen − 0.5), clipped to [0, 1], is the relative drop from seen
to unseen targets. It enters as 1−D, so that a smaller drop raises the index;

• E = (AUROCk −AUROC0)/(1−AUROC0), clipped to [0, 1], is the share of the remaining headroom
recovered with k labeled shots (k must be reported).

The original formulation subtracted D; writing 1−D keeps the index in [0, 1] without changing the ranking it
produces. In the absence of empirical evidence for unequal importance, the default weights are equal (wi = 1/4),
the usual default for composite indicators [79]. When a component is not reported, its weight is set to zero, the
remaining weights are renormalized, and the missing component is stated. Because any choice of weights is a value
judgment, results should be accompanied by a sensitivity analysis in which weights are drawn uniformly from the
simplex (a Dirichlet(1, . . . , 1) distribution) and the stability of the ranking is reported. Stakeholder-elicited weights,
for example from a Delphi panel, are an alternative for specific deployments.

Worked example. Table 16 applies the index to the three methods compared under the same protocol in [30].
Z uses the zero-shot AUROC on six unseen medical datasets. D uses the drop from the in-domain industrial
benchmark to the out-of-domain medical benchmark at k = 4. E uses the gain from zero-shot to k = 4 on the
medical datasets. S was not reported, so the weights were renormalized to 1/3. MVFA obtains the highest index
(0.63), followed by APRIL-GAN (0.50) and WinCLIP (0.40). In 10,000 random weightings MVFA ranked first
every time, and the full ranking was unchanged in 87% of draws. Two caveats apply. WinCLIP’s few-shot setting
uses normal shots only, whereas the other two methods use normal and abnormal shots, so E is not strictly
comparable across them. In addition, Z and E are negatively related by construction, because a high zero-shot
score leaves less headroom for adaptation.

Table 16. Worked example of the composite generalization index using published results of [30] (AUROC in %;
components on [0, 1])

Method

Mean
zero-shot

AUROC (6
datasets)

In-domain
AUROC, k =

4

Medical
AUROC, k =

4
Z S D E AGI

WinCLIP 60.09 95.16 76.38 0.202 NR 0.416 0.408 0.398
APRIL-GAN 74.19 92.77 81.65 0.484 NR 0.260 0.289 0.504
MVFA 80.43 96.19 88.97 0.609 NR 0.156 0.436 0.630

The index has limitations. It rewards discrimination and adaptation but ignores calibration, alert burden and
clinical utility. Its components depend on how “seen” and “unseen” targets are defined. It has not yet been checked
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against expert judgment or patient outcomes. It should therefore be used to structure comparisons and reporting,
and it should not be read as a validated measure of clinical readiness.

7. Supplementary material and data availability

The supplementary material contains: S1, the study-level extraction for all 49 studies (also provided as a
spreadsheet); S2, the PRISMA 2020 checklist and the full search strings for each database; S3, the PRISMA 2020
flow diagram; S4, the CASP systematic-review checklist applied to this review; S5, the risk-of-bias judgments at
eligibility (295 reports) and the full-text re-appraisal of the 40 primary studies with signalling-question answers; S6,
the protocol as applied, with deviations; and S7, the thematic and classification codebook, including the decision
rules added during coding. The analysis scripts that reproduce every table and figure from S1 and S5 are available
from the corresponding author.
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