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Abstract The rapid growth of the Internet of Things (IoT) has significantly expanded the attack surface of
modern networks, generating an urgent need for robust and efficient intrusion detection mechanisms. Machine
learning (ML) is a promising approach to detect cyber attacks in IoT environments by automatically learning
discriminative patterns from heterogeneous, real-world traffic. In this work we provide a comparative review and
a thorough empirical evaluation of ten classifiers: logistic regression, decision trees, k-nearest neighbors, support
vector machines, multilayer perceptrons, Random Forests, XGBoost, Light GBM, CatBoost, and a soft-voting
ensemble on the RT-10T2022 dataset, a realistic benchmark for real-time IoT attack detection. In addition to raw
performance, we measure the impact of aggressive dimensionality reduction by comparing the full 83-feature space
to a compact subset of 15 features, as determined by the consensus ranking of Light GBM and CatBoost feature
importances. Experiments indicate that tree-based ensembles, CatBoost, XGBoost, and Light GBM, achieve the
best performance, producing accuracy and AUC values above 99.7% and 99.9%, respectively, for both feature
configurations, while maintaining balanced precision and recall across different attack types. Among the non-
ensemble models, k-nearest neighbours is the strongest and loses only 0.05 accuracy points under the reduction,
and the multilayer perceptron is equally insensitive, whereas logistic regression and the linear SVM lose 16-17
macro-F1 points. All comparisons are supported by stratified five-fold cross-validation, 95% confidence intervals
and paired McNemar and Wilcoxon tests under Holm—Bonferroni correction, by a deployment cost profile (training
and per-flow inference time), by a per-class analysis of minority-attack recall after SMOTE, and by external
validation on NSL-KDD. This paper summarizes the advantages, disadvantages, and deployment considerations
of state-of-the-art ML techniques and provides practical guidance for the development of adaptive, lightweight,
and interpretable IoT intrusion detection systems.
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1. Introduction

The Internet of Things (IoT) has interconnected billions of heterogeneous devices, permeating areas
such as smart homes, healthcare, industrial systems, and intelligent transportation. This ubiquitous
connectivity brings automation, real-time analytics and improved efficiency, but it also greatly increases
the cyber-attack surface. IoT ecosystems are particularly vulnerable to sophisticated threats such as
Distributed Denial-of-Service (DDoS) attacks, unauthorized access, malware propagation and zero-day
exploits, due to resource-constrained devices, diverse protocols and massive deployment scales.
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Traditional defenses such as firewalls, signature-based intrusion detection systems (IDS) and static rule
sets are ill-suited to the dynamic, polymorphic nature of modern IoT traffic, and do not work at all against
unknown attack vectors. As a result, the security community has embraced data-driven approaches that
can automatically learn discriminative patterns from complex and high-dimensional traffic. In particular,
machine learning (ML) and deep learning (DL) techniques have shown promising results in the detection
of known and emerging threats.

A lot of previous work has explored a wide gamut of algorithms, from classical methods (logistic
regression, decision trees, support vector machines, k-nearest neighbors, Random Forests, and Gradient
Boosting) to state-of-the-art neural architectures, ensemble approaches, federated learning, and semi-
supervised paradigms. There are however major challenges such as the choice of models suitable for
resource-constrained devices, extreme class imbalance, low-latency inference requirements and robustness
to changing attack landscapes.

Motivation and research gap. Four gaps persist in the RT-10T2022 literature. (7) Studies benchmark
two to five classifiers drawn from a single model family, so linear, instance-based, kernel, neural and
boosted learners have never been compared on this dataset under one preprocessing and evaluation
protocol. (i) Reported accuracies exceed 99% and competing methods differ by hundredths of a percentage
point, yet cross-validated variability, confidence intervals and paired significance tests are almost never
reported, so such differences cannot be separated from sampling noise. (iii) Aggressive feature reduction
is reported for one chosen model, never as a comparison of how sensitivity to that reduction varies across
model families — which is precisely what governs the choice of a detector for a constrained gateway. (iv)
Papers claiming real-time capability seldom report inference cost, so their accuracy rankings cannot be
turned into deployment decisions.

Positioning. This work is framed not as a new detection algorithm but as a practical deployment
benchmark. We evaluate ten heterogeneous classifiers under one protocol, quantify the robustness of
each family to an 83 — 15 feature reduction, establish which differences are statistically significant, pair
every accuracy figure with its computational cost, and confirm the resulting pattern on a second dataset.
It complements recent work in this journal on stacked ensembles [1], feature-optimisation pipelines for
reflective denial-of-service detection [2] and the machine-learning design space for intrusion detection [3]
by supplying the statistical and cost evidence that turns such comparisons into deployment guidance.
Contributions and novelty. In this paper, we aim to fill these gaps by providing an extensive review
and an exhaustive empirical evaluation of state-of-the-art ML /DL techniques on the Real-Time Internet
of Things dataset (RT-10T2022) [4], a newly introduced realistic benchmark for real-time IoT intrusion
detection. The main contributions of this work are:

e A structured review of the recent IoT intrusion detection literature, including surveys, classical
ML, deep and hybrid architectures, federated and semi-supervised approaches, and comparative
benchmark studies;

o A unified empirical comparison of ten classifiers — including linear models, instance-based learners,
kernel methods, neural networks, tree-based ensembles and a soft-voting ensemble — within a
common preprocessing and evaluation protocol on RT-10T2022;

e A consensus-based feature selection scheme combining LightGBM and CatBoost importance
rankings to reduce the feature space from 83 to 15 attributes, and a systematic analysis of the
impact of this reduction on each family of models;

o A statistical validation layer: stratified five-fold cross-validation, 95% confidence intervals, and
McNemar and Wilcoxon signed-rank tests under Holm-Bonferroni correction;

e A deployment cost profile — training time and per-flow inference latency — for all ten classifiers under
both feature configurations;

e A per-class analysis of minority-attack recall and F1 after SMOTE, and an external validation of
the whole pipeline on NSL-KDD;

e Actionable guidance for developing lightweight, adaptive and interpretable IDS that satisfy the
stringent performance and resource requirements of modern IoT environments.
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The rest of the paper is organized as follows. Related work is reviewed in section 2. The learning
algorithms considered are described in section 3. The dataset, the experimental pipeline and the evaluation
protocol are described in section 4. section 5 presents and discusses the results, and section 6 outlines the
conclusion and future research directions.

2. Related Work

The emergence of IoT devices has brought new security issues and triggered a lot of research on the
machine learning based intrusion detection. Table 1 summarizes the studies discussed in this section and
reports the used datasets, the methodological approaches and the reported performance. We group this
work into six themes, each closed by the limitation it leaves unresolved and mapped onto our design in
Section 2.8.

2.1. Surveys and Taxonomies of IoT Threats

Early surveys by Litoussi et al. (2020) [5] and Sobin (2020) [6] identified basic vulnerabilities of IoT
ecosystems such as privacy, interoperability and scalability issues and presented taxonomies for IoT
architectures, protocols and countermeasures.

Liang and Kim (2021) [7] examined the risks of privacy breaches, DDoS attacks, and architectural
vulnerabilities in IoT and advocated the adoption of emerging technologies such as blockchain, edge
computing, and ML to enhance security. This perspective was extended by Malhotra et al. (2021) [8] and
Shah and Sengupta (2022) [9] who offered wide-ranging surveys of the threats of IoT and IIoT and the
various intrusion detection methods in domains such as healthcare and Industry 4.0. Bel and Sabeen
(2022) [10] continued to study the security layers of IoT, the main challenges and research directions to
reduce cyber risks. Sasi et al. (2024) [11] surveyed IoT attack surfaces and proposed a taxonomy of attack
domains, threat categories, and execution methodologies . They discussed countermeasures and gaps in
current IoT security and highlighted the need for scalable and adaptive IDS solutions. A recent survey in
this journal [3] synthesises the ML and DL design space for intrusion detection.

Limitation. These surveys establish the threat landscape but report no primary experiments, so their
call for scalable, adaptive IDS carries no comparable measurements.

2.2. Classical and Deep Learning IDS for IoT

Based on these basic insights, research has evolved towards ML based approaches on IoT IDS. Saba et al.
(2022) [12] proposed a CNN based anomaly detection model, which achieved 99.51% and 92.85% accuracy
on NID and BoT-IoT datasets respectively, showing the applicability of deep learning in detecting complex
attacks. Akash et al. (2023) [13] showed that ensemble classifiers such as Random Forest and XGBoost are
able to well capture the non-linear patterns of RT-IoT2022 traffic.Sharmila and Nagapadma (2023) [14]
proposed quantized autoencoder for memory and cpu-efficient anomaly detection without compromising
on accuracy which can be deployed on edge devices in resource-constrained environments. Rahman et
al. [1] showed that stacking heterogeneous learners under one meta-learner outperforms each constituent
model.

Limitation. Each study fixes its own preprocessing, imbalance treatment and metrics and commits to
a single model family, leaving the families mutually incomparable.

2.3. Class Imbalance and Feature Selection

Hordieieva et al. (2025) [15] compared oversampling techniques, such as SMOTE, GANs, and hybrid
methods, for imbalanced datasets. Oversampling found that the GAN-based approaches to generate
samples provide more representative samples, thus improving the detection of rare attacks.Moreover,
the detection performance has been improved by using feature selection and dimensionality reduction
techniques.
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Zhang et al. (2024) [16] proposed a two-stage feature selection method using WOA-HA that obtained
high accuracy on RT-10T2022 and Aalto IoT datasets and reduced the feature space by up to 82%.
Albalwy and Almohaimeed (2025) [17] showed complementarily that combining feature selection and
ANN-based deep learning can further increase the detection performance to 99.7% accuracy. Shaha et
al. [2] report a related effect for reflective denial-of-service traffic: a principal-component reduction leaves
tree-based classifiers largely unaffected on most sub-datasets while degrading them on one, an early sign
that tolerance to reduction depends on both model and data.

Limitation. This literature shows that aggressive reduction is often tolerable for one model, but leaves
its family-dependence unquantified and its efficiency gains unmeasured.

2.4. Hybrid and Advanced Deep Architectures

Elzaghmouri et al. (2024) [18] proposed a CNN-BLSTM-GRU-Attention model for detecting advanced
attacks such as MQTT Publish flooding, DOS SYN Hping, and NMAP OS detection on RT-10T2022
with an accuracy of more than 99.6%. Ben Dalla et al. (2025) [19] introduced an adaptive IDS using
LSTM for low-computation IoT devices, achieving 98.34% accuracy. Fares et al. (2025) [20] proposed
TFKAN, a transformer-based method with Kolmogorov—Arnold Network (KAN) layers that achieves
99.96% accuracy at lower computational costs.Ashraf et al. (2025) [21] further verified the tree-based
methods, where Random Forest obtained 99.2% accuracy on the BoT-IoT dataset.

Limitation. These architectures report accuracies within about two points of a well-tuned boosted tree,
with no significance test and no cost comparison against that baseline.

2.5. Adversarial Robustness and Zero-day Detection

Bommana et al. (2025) [22] proposed adaptive-weight neural networks with attention mechanisms by
combining RBM and RCNN and obtained AUC values ranging from 0.95 to 0.97. Ustebay (2025) [23]
combined supervised classification and anomaly detection to identify known and zero-day attacks and
achieved 99% accuracy for known attacks and 30-62% for zero-day attacks. Sekhar et al. (2025) [24]
used GANs to simulate and defend against threats with 97.62% accuracy on RT-IoT2022, better than
conventional IDS approaches.

Limitation. The contrast between 99% on known attacks and 30-62% on zero-day attacks shows that
closed-world scores — including ours — are upper bounds, not field estimates.

2.6. Federated and Semi-supervised Frameworks

Attota et al. (2021) [25] proposed a multi-view federated learning framework to improve feature
representation and maintain data privacy. Gugueoth et al. (2023) [26] summarized the recent progress of
federated and deep learning for IoT security, and discussed advantages of decentralized training. Hamad et
al. (2025) [27] surveyed 43 studies on federated learning applications and emphasized the need to develop
privacy-preserving IDS. AzharShokoufeh et al. (2025) [28] showed that periodic scheduling in federated
frameworks can improve convergence and reduce communication overhead. Alturki and Alsulami (2025)
[29] presented semi-supervised learning with entropy-based filtering and demonstrated its robustness on
asymmetric IoT networks.

Limitation. These frameworks address orthogonal constraints — privacy, communication cost, label
scarcity — and presuppose the choice of local model that this study informs.

2.7. Comparative Benchmarks on RT-10T2022

Tree-based approaches, such as Random Forest, gradient boosting, and CatBoost are always precise
and stable in terms of intrusion detection as stated by Airlangga (2024) [30], Arabiat and Altayeb (2024)
[31], Sharmila et al. (2024) [32], and Benmalek and Seddiki (2025) [33]. Gladié et al. (2025) [34] found that
using dimensionality reduction techniques improves the efficiency of detection, and enables the design of
scalable and high-performance IDS for real-world IoT networks.

Limitation. Closest to ours, yet their accuracies cluster above 99.8%, leaving no headroom for an
accuracy-framed contribution, and none reports variability, significance, latency or per-class minority
results.
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2.8. Research Gap and Positioning

Table 1 scores the closest studies on the six axes that decide whether a comparative benchmark can
support a deployment decision. Unlike those studies, we compare ten classifier families under one protocol
in which the feature configuration is the only manipulated variable, test every difference for significance,
pair every accuracy with its cost, and replicate on a second dataset.

3. Methods

In this study, various machine learning algorithms are trained and compared to test their performance
on the RT-10T2022 dataset. The models include gradient boosting, classical machine learning classifiers,
a neural network architecture, and ensemble methods. The following subsections give a brief description
of each algorithm.

3.1. K-Nearest Neighbours

K-nearest neighbors (KNN) serves as an example-driven, delayed learning algorithm that groups a data
point according to the main class amid its 'k’ nearest mates in the trait space [35]. It applies distance
measures, like Euclidean or Manhattan, to gauge closeness and needs no clear preparation stage. While
praised for its ease and natural function, KNN’s usefulness depends on proper trait scaling and wise
choice of the 'k’ factor. Also, its processing cost during guessing can turn prohibitive with large datasets,
since it demands matching the test entry to each point in the preparation group [36].

3.2. Support Vector Machine

The support vector machine (SVM) method works by locating the best hyperplane that widens the
gap between groups in the trait space. For data not straightly divisible, it uses kernel operations, like
polynomial or radial basis function, to map the data into an elevated space where useful division is
feasible. Though preparation can demand much processing for big datasets, SVMs are known for their
solid broad applicability in elevated contexts. This durability makes them a very useful instrument for
diagnostic categorization duties [37].

3.3. Multilayer Perceptron

The multilayer perceptron (MLP) belongs to a type of forward-moving artificial neural network consisting
of an entry layer, one or more concealed layers, and an exit layer. Each unit in these layers uses a
nonlinear trigger function on a weighted total of its entries, allowing the network to grasp intricate,
elevated trait depictions [38]. The model gets prepared through the backpropagation algorithm, which
employs gradient-driven refinement to tweak link weights. Owing to their built-in adaptability and ability
for nearing complex nonlinear operations, MLPs are very useful for categorization duties, although their
effectiveness depends on the presence of ample data and precise factor setup [39].

3.4. Logistic Regression

Logistic regression (LR) is a basic statistical method that has been widely used in two-class and multi-
class categorization. It works by estimating the probability of a data entry belonging to a specific group
by applying the logistic sigmoid function on a linear combination of input features [40]. The factors of
the system are, by maximum likelihood calculation, to find the best match. LR is often the important
reference algorithm due to its speedy processing, transparency and good clarity, especially when the basic
link between traits and the goal variable is roughly straight [41].

3.5. Decision Tree

Decision trees (DT) are models that partition the dataset several times based on the values of the
attributes. This gives rise to a layered structure where the internal nodes represent the decision rules

Stat., Optim. Inf. Comput. Vol. x, Month 202x
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Figure 1. K-Nearest Neighbours Figure 2. Support Vector Machine Figure 3. Multilayer Perceptron

and the terminal nodes represent the final outcome. This method can handle diverse data types and
understand nonlinear relationships in the data. However, one DT is very likely to overfit to the preparation
data. The problem is frequently mitigated and the forecast performance is improved by using decision

trees as fundamental building blocks in more powerful groups like Random Forest or various boosting
configurations [42].

3.6. Ensemble Learning

Ensemble learning works by combining the predictions of several algorithms to make a better meta-model.
For classification this might include a voting mechanism, hard voting based on the majority decision, or
soft voting by averaging probabilities [43]. Ensemble learning combines complementary models such as
gradient boosting, conventional classifiers, and neural networks to reduce both variance and bias, often
outperforming any single model [44].

Bootstrapped Base Individual Base Models
samples learners predictions
Qe . Prediction
<> A @ Yes —> —)
. 40 ‘
Training e
data i)

oR reery

EA 8O Yes - S -

& O H® — —>  Prediction
o Ensemble
- prediction |
me &5 N

No e training is
8O @ modified based .
SAAD on the predictions —> ——> Prediction
Figure 4. The ensemble learning model Figure 5. The Boosting Ensemble

3.7. Random Forest

The random forest (RF) method is an ensemble method that works by building many decision trees. Each
tree is trained on a different resampled part of the data and uses a random subset of features for each node
split. This two-level randomness helps to decouple the distinct trees which reduces the model variation
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and successfully limits the overadjustment. All trees contribute their results to the final prediction, which
is the majority vote for classification or the average for regression. This powerful framework makes RF
particularly suitable for the analysis of complex and noisy health datasets [45].
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3.8. Extreme Gradient Boosting

XGBoost: An improved gradient boosting system that builds the decision trees iteratively to minimize
the differentiable loss function. The method combines regularization, shrinkage and feature subsampling
to control complexity and improve generalization. It is well suited for large scale structured data problems
due to its scalability, parallel computation and distributed processing support. Due to its reliability and
performance, it is still one of the most used ML algorithms [46].

3.9. Light Gradient Boosting Machine

LightGBM is an efficient gradient boosting based learning framework which aims to achieve high
computational efficiency and predictive accuracy. It uses histogram based decision DT and leaf-wise
growth strategy, where a leaf with maximum information gain is grown. This adaptivity enables faster
training of the model and less memory consumption than the traditional boosting methods. Also it is very
effective for large scale classification problems due to its compatibility to GPU processing and parallel
computation [47].

3.10. Categorical Gradient Boosting

CatBoost is a modern boosting framework for efficient processing of categorical data. It builds an ensemble
of trees iteratively, where each tree added corrects the residual errors of previous iterations. It reduces
overfitting with ordered boosting, and fast inference with symmetric (oblivious) tree structures. Its main
advantages - native categorical encoding, shorter training times and better stability - make it a good
choice for structured network traffic datasets [48].

4. Experimental Setup

The overall end-to-end pipeline developed for the intrusion detection on the RT-10T2022 dataset is
depicted in Figure 8. The process begins with preprocessing and normalizing all the network traffic
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features, so that heterogeneous statistical, temporal, and packet-level attributes are transformed to a
comparable scale.Then the dataset is split into two sets of 80% for training and 20% for testing. Stratified
sampling is used to keep the proportion of attack and benign instances the same in both subsets.
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RT-I0oT2022 dataset
v/ 123117 instances (117922 after cleanning)
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v e
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v" Confusion Matrix, ...

Figure 8. End-to-End Pipeline for Model Evaluation.

Since the class imbalance, typically observed in IoT network traffic, is strong, the training data are
balanced by SMOTE-based oversampling or by class weighting during model training. Then, a variety of
machine learning algorithms are trained and optimized on the balanced training data: logistic regression,
decision trees, k-nearest neighbors, support vector machines, multilayer perceptrons, and several tree-
based ensemble methods, namely Random Forest, XGBoost, Light GBM and CatBoost. Moreover, a soft-
voting ensemble of these base learners was employed to enhance robustness and generalization ability.

Finally, we assess the performance of all individual models and ensemble approaches on the untouched
test dataset. The evaluation is carried out using common intrusion detection metrics such as accuracy,
precision, recall, Fl-score and AUC-ROC that thoroughly and reliably compare the effectiveness of all
evaluated models in detecting different types of IoT attacks.

4.1. Experimental Protocol and Reproducibility

Because the leading classifiers differ by a few hundredths of a point, the order of the pipeline stages
determines whether the reported figures are meaningful. Exact duplicate flows are removed first, leaving
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117,922 instances; stratified sampling (random_state = 42) then yields a 20% test set and an 80% training
set, the latter split 90/10 into 84,903 training and 9,434 validation flows, before every other operation. The
StandardScaler, the Light GBM and CatBoost importances and SMOTE are all fitted on the training
partition only, so no scaling statistic, importance score or synthetic sample derives from the held-out data,
which contains real instances exclusively. A single seed of 42 governs the split, SMOTE, the Random Forest
bootstrap and the MLP initialisation.

Hyperparameters were fixed a priori at the values in Table 2 rather than searched: the study
compares model families under a common budget, following each library’s recommended defaults.
Class weighting is applied in addition to SMOTE wherever the estimator supports it. Experiments ran
under Python 3.10 with scikit-learn 1.6.1, XGBoost 2.1.4, LightGBM 4.6.0, CatBoost 1.2.8 and
imbalanced-learn 0.12.4 on a laptop with an Intel Core i7-8665U CPU at 1.90 GHz and 32 GB of
RAM.

Table 2. Fixed hyperparameter configuration of each classifier (identical across feature configurations and datasets).

Model Configuration

CatBoost iterations=2000, depth=6, learning rate=0.1, auto_class_weights=Balanced

XGBoost  n_estimators=2000, max_depth=6, tree method=hist

LightGBM n_estimators=2000, max_depth=-1, learning rate=0.1, min_child_samples=10,
class_weight=balanced

RF n_estimators=2000, max_depth=None, class_weight=balanced

LR solver=saga, max_iter=2000, class_weight=balanced

DT max_depth=6, class_weight=balanced

SVM LinearSVC(C=1.0, max_iter=10000, class_weight=balanced) with Platt scaling
(CalibratedClassifierCV, sigmoid, 5-fold)

KNN n_neighbors=9

MLP one hidden layer of 100 units, max_iter=1000

Voting soft voting, uniform weights, over the nine base learners above

4.2. Dataset overview

RT-10T2022 [4] is a dataset collected from a real operation IoT environment, widely used as a benchmark
to evaluate security mechanisms in IoT networks. It aggregates network traffic from several cyberattack
scenarios and multiple ToT devices, enabling researchers to analyze malicious and benign activities in
a real-world context. Since the dataset contains both normal device communication and adversarial
behaviors, it captures a large part of the challenges encountered in real IoT deployments. Its main features
are shown in Table 3.

Traffic includes devices like ThingSpeak-LED, Wipro-Bulb, MQTT-Temp. Besides the normal
operational traffic, a few attacks were intentionally injected that are typical of those that could be targeted
at IoT infrastructures, such as brute-force attacks on SSH logins, DDoS attacks using tools such as Hping
and Slowloris, and network reconnaissance using Nmap . The availability of benign and attack traffic in
the dataset makes it particularly suitable to evaluate and compare intrusion detection approaches in IoT
environments.

The class labels used in all figures are the raw strings distributed with RT-10T2022, including the
original spelling ARP_poisioning; Table 4 defines each one and reports its frequency before and after
oversampling, and all confusion matrices and ROC curves were regenerated with these labels at a legible
font size. Three properties govern every later result. The task mixes three benign device classes with
nine attack classes — ten in total once the minimum-support filter of Section 4.6 is applied — so accuracy
aggregates two decisions of very different difficulty. The imbalance ratio is roughly 3,380 : 1, and always
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predicting DOS_SYN_Hping already attains 76.4% accuracy, which is why macro-averaged metrics and per-
class recall carry the evidential weight in Section 5. Finally, four of the seven retained attack classes are
Nmap variants produced by one tool under different flag settings, hence intrinsically close in flow-feature
space.

Table 3. RT-10T2022 Dataset Characteristics.

Property Description

Dataset Type Proprietary, real-time IoT infrastructure

Instances 123,117 as distributed; 117,922 after removal of exact duplicate flows

Features 83 as distributed; 81 usable predictors after dropping the row index and the label
Data Structure Tabular, sequential, multivariate

IoT Devices ThingSpeak-LED, Wipro-Bulb, MQTT-Temp

Attack Types Brute-Force SSH, DDoS (Hping, Slowloris), Nmap scans
Traffic Attributes Bidirectional flows (Zeek + Flowmeter)

Tasks Classification, regression, clustering

Domain Engineering / ToT security

Table 4. RT-10T2022 class labels, source and distribution (SMOTE applied to training only). FC (Full Cleaned),
TBSRD (Train Befor SMOTE & Rare Drop), TBRD (Test Before Rare Drop), TAS (Train After SMOTE),
T(Test)

Label Type Generating source Full FC TBSRD TBRD TAS (used) T (used)
DOS_SYN_Hping Attack TCP SYN flood (hping3) 94,659 90089 64,864 18,018 64,864 18,018
Thing Speak Benign ThingSpeak-LED telemetry 8,108 7,664 5,511 1,531 5,511 1,531
ARP_poisioning Attack ARP cache poisoning 7,750 7,625 5,490 1,525 5,490 1,525
MQTT_Publish Benign MQTT publish, temperature sensor 4,146 4,142 2,983 828 5,000 828
NMAP_UDP_SCAN Attack UDP port scan (nmap -sU) 2,590 2,584 1,860 517 5,000 517
NMAP_XMAS_TREE_SCAN Attack Xmas scan (nmap -sX) 2,010 2,010 1,447 402 5,000 402
NMAP_0S_DETECTION Attack OS fingerprinting (nmap -0) 2,000 2,000 1,440 400 5,000 400
NMAP_TCP_scan Attack TCP connect scan (nmap -sT) 1,002 1,002 722 200 5,000 200
DD0S_Slowloris Attack Slow HTTP header exhaustion 534 533 383 107 5,000 107
Wipro_bulb Benign Wipro smart-bulb control traffic 253 219 157 44 5,000 44
Ezxcluded: fewer than 100 real training instances
Metasploit_Brute_Force_SSH Attack SSH brute forcing (Metasploit) 37 36 26 7 0 0
NMAP_FIN_SCAN Attack Stealth FIN scan (nmap -sF) 28 28 20 6 0 0
TOTAL 123,117 117,922 84,903 23,585 110,865 23,572

Bidirectional network traffic attributes were logged using Zeek network monitoring tool with Flowmeter
plugin, which provide a rich feature space for machine learning applications. The RT-10T2022 dataset
contains 123,117 instances, each described by 83 real-valued and categorical features. The dataset is
suitable for a variety of supervised and unsupervised tasks like classification, regression, and clustering
across tabular, sequential, and multivariate data structures. RT-10T2022 is a large scale heterogeneous
dataset with complex attack patterns, which makes it an excellent platform to evaluate and improve IDS,
and can be leveraged to design robust, adaptive and high performance security solutions for real-time IoT
networks.

4.3. Data Normalization

All features of the RT-10T2022 dataset were initially cast to £1loat32 precision for numerical stability and
consistent feature scaling across heterogeneous network traffic attributes. Then, standardization (z-score
normalization) was carried out using scikit-learn’s StandardScaler. This procedure subtracts the mean
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and divides by the standard deviation of each feature, computed only on the training subset to avoid
data leakage. Standardization converts each predictor to a distribution with zero mean and unit variance.
This prevents features with large numeric ranges from dominating the learning process. This step helps
to improve significantly the stability and convergence speed of many ML algorithms. The standardized
value z of a raw feature x is given by: z = x—;ﬂ where 1 and o denote the mean and standard deviation
of the corresponding feature, estimated solely from the training data.

4.4. Data partitioning

The RT-10T2022 dataset is available as a structured tabular file with 123,117 network flow instances
characterized by 83 statistical, temporal and categorical traffic features. We verified that the dataset
contained no missing values and then performed a stratified random split into an 80% training set and
20% held-out test set.The distribution between the normal and attack class is highly imbalanced due to
the nature of IoT traffic. Stratification keeps this distribution in both subsets. To ensure a reliable and
unbiased evaluation of the models, it is important to maintain the same class proportions, especially for the
minority attack categories. Figures 9 and 10 show the overall dataset distribution and the distribution of
its stratified partitions, respectively. Exact duplicate flows are removed beforehand (123,117 — 117,922),
and the training portion is further divided 90/10 into training and validation, giving 84,903 training,
9,434 validation and 23,585 test flows. The resulting class distribution is reported numerically in Table 4.

100000 [r— Attack_Type
I — W ARP_poisioning (7750)
Attack_Type U] = DDOS_Slowloris (534)
s ARP_poisioning (7750) c 80000 m== DOS_SYN_Hping (94659)
DDOS_Slowloris (534) S MQTT_Publish (4146)
i oo e 2 600001 I ok e o
__Publis| Y— _FIN_
mmm Metasploit_Brute_Force_SSH (37) S mmm NMAP_OS_DETECTION (2000)
NMAP_FIN_SCAN (28) o 400001 NMAP_TCP_scan (1002)
= NMAP_OS_DETECTION (2000) 2 W= NMAP_UDP_SCAN (2590)
NMAP_TCP_scan (1002) § — NMAP_XMAS_TREE_SCAN (2010)
m=m NMAP_UDP_SCAN (2590) = 20000 mm= Thing_Speak (8108)
NMAP_XMAS_TREE_SCAN (2010) [ Wipro_bulb (253)
B Thing_Speak (8108)

0 d
W Wipro_bulb (253) Train (80%) Test (20%)

Figure 9. Overall dataset distribution across  Figure 10. Class distribution across training and test subsets.
classes.

4.5. Feature Selection

Feature selection is an important step in intrusion detection systems, since it can improve predictive
performance, decrease computational cost and improve the interpretability of the resulting models,
which is especially important for real-time IoT environments . In this paper, a hybrid feature selection
approach with feature importance was utilized. The method is based on two gradient boosting algorithms,
LightGBM and CatBoost, which perform well with high dimensional and heterogeneous tabular data.Both
models also produce importance scores for features separately, which indicate the contribution to the
predictive performance.

The Light GBM and CatBoost importance vectors, both computed on the training partition only, are
min-max normalised onto [0, 1] and combined by the unweighted mean s; = %(gj + ¢;); equal weighting
avoids favouring either selector without justification. The two rankings agree only partially, which is what
motivates a consensus score rather than either ranking alone. The 15 features with the highest s; are
retained, so the selection requires consistent importance in both models and is robust to model-specific
bias (Figure 12). The choice of 15 is supported empirically by Figure 13: macro-F1 rises rapidly up to
about 15 features and then stays within one standard deviation.
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Figure 12. Feature selection results based on
feature importance rankings.
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Figure 13. The curve of macro-F1 against the number of retained features (2 to 83).

4.6. Balancing the classes

The RT-10T2022 dataset exhibits significant class imbalance, where normal traffic instances are much
more numerous than some of the attack classes. To solve this problem, Synthetic Minority Over-sampling
Technique (SMOTE) was applied only to the training set. SMOTE generates new samples for the minority
classes by interpolating between existing samples and their k-nearest neighbors in the feature space, thus
reducing the gap between the majority and minority classes while maintaining the original distribution of
the validation and test sets. This approach reduces bias of learning algorithms towards dominant classes,
improves detection capability of underrepresented attack types, and results in more balanced and reliable
evaluation of intrusion detection performance in real-world IoT environments.

A three-threshold class-balancing scheme, with (Tiin, Ttgt, Tmax) = (100, 5000, 200000), is applied to
the training split: classes with fewer than 7,,;, samples are removed; classes in [Tiin, Ttgt] are oversampled

to Tier with SMOTE using kn, = max (1, min(5, nmin —

1)) = 5 neighbours; and classes above Ty, are

randomly undersampled. Validation and test sets are restricted to the retained label set but are never
resampled (Table 4). For Wipro_bulb, SMOTE generates 4,843 synthetic flows from only 157 real training
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instances; these lie inside the convex hull of those points and densify a small region rather than diversifying
it.

4.7. Performance Evaluation Metrics

The performance of all classifiers was evaluated on the untouched test set using several widely accepted
evaluation metrics for multi-class classification including the overall accuracy, macro- and weighted-
averaged precision, Fl-score, Cohen’s Kappa, and the One-vs-Rest (OvR) AUC-ROC. To improve
interpretability, several visualization tools were used, such as multiclass confusion matrices, ROC curves,
and comparative bar plots of accuracy and AUC-ROC for all models.

e Confusion Matrix: A multiclass confusion matrix summarizes the distribution of predicted versus
actual classes across all K attack categories:

Table 5. General structure of a multiclass confusion matrix with K classes.

Predicted Class

Cl 02 e CK
Cy nyy N1z o MK
C n n eeom
True Class 2 21 22 2K
Ck ng1 ng2 -+ 7NKK

Each entry n;; indicates the number of samples belonging to true class C; that were predicted as
class C;, K the number of classes, and N = Zfil Z]K:1 n,; the total number of samples. One-vs-Rest
contingency for each class Cj

K K K K

TPy =np, FPe=) n, FNe=) mg, TNp=)_ Y n (1)
i=1 =1 i=1j=1
ik J#k ik j2k

o Accuracy (ACC): Indicates the fraction of instances correctly classified out of the total.

K
ACC = E:Tln (2)

e F1-Score: The harmonic average of precision and recall, especially valuable when classes are
unevenly distributed. Per-class Precision, Recall and F1-score:
TP, TPy Precisiony, - Recally,

Precisiony, = ———* — Recall, = ———*% __ p1, =2 3
eSO = e TR, M T Tp f FN, T F T 2 Precisiony, + Recally (3)

Macro-averaged Precision, Recall, and F1:

K K K
1 1 1
Precision = ¥a 321 Precisiong, Recall = 174 321 Recall,, F1= 174 ,;_1 F1; (4)

¢« AUC-ROC: Measures the models ability to distinguish between classes across all possible decision
thresholds. The ROC curve is constructed by plotting the True Positive Rate (Recall) against the
False Positive Rate for each class C:
TPy FP

FPRy= —— (5)

TPRy= — "
KT TP, + FN,’ FP, + TN,
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Let AUC} be the area under the ROC curve of class C in the One-vs-Rest setting. The macro-
averaged AUC is:

1 1 K
AUC), = / TPRy(FPR; ! (z)) dx = / TPR, d(FPRy), AUC = %ZAUCR (6)
0 0 k=1

The AUC value represents the area beneath this curve (calculated using the trapezoidal rule), where
values closer to 1 reflect stronger discriminative performance.

o Cohen’s Kappa (x): Assesses inter-rater agreement adjusted for chance, especially valuable when
classes are unevenly distributed. Values range from —1 to +1:

Do —p L | X K K
e S ST L o b S 0
1= pe Ni:l N k=1 \j=1 i=1

4.8. Statistical Validation and Cost Measurement

Classifiers differ by margins as small as 0.013 points, so single-split estimates cannot support a ranking.
Every metric is therefore also estimated by stratified five-fold cross-validation on the training partition
(Z + s, scaler and SMOTE refitted per fold), and every test figure carries a 95% bootstrap percentile
interval over 1,000 resamples of the 23,572 held-out flows. Since all models see identical instances, pairs
are compared by McNemar’s test [49, 50] on the discordant counts ngi, n1g,

o (Inor —nof —1)? 2
= ~ 9 8
X FE— X1 (8)

with continuity correction (exact binomial test if ng; + n19 < 25). Cross-fold differences in macro-F1 are
additionally tested via the Wilcoxon signed-rank test [51], with all p-values Holm—Bonferroni adjusted at
family-wise a = 0.05. We distinguish statistical from operational significance throughout: at this test-set
size, a three-flow difference may reach significance yet remain irrelevant to deployment.

Cost is measured, not assumed. Training time is the wall-clock fitting time on the balanced training
partition and testing time is the wall-clock time to score all 23,572 test flows; the mean per-flow latency
quoted in Section 5.3 is the latter divided by that count. All measurements are single-threaded, taken
after warm-up on an otherwise unloaded machine, and both feature configurations are timed on identical
hardware.

4.9. Training Models

All classifiers in this study were trained on the class-imbalance-corrected training set of the RT-10T2022
dataset. The selected algorithms have already shown to be effective on structured tabular data, as well
as the ability to model the complex relations between the 83 network traffic features, such as statistical,
temporal and packet level features.After training and hyperparameter optimization of individual models
such as logistic regression, decision trees, k-nearest neighbors, support vector machines, multilayer
perceptrons, and tree-based ensemble methods (Random Forests, XGBoost, Light GBM, CatBoost), a
sophisticated soft-voting strategy was employed to merge the probability outputs of the base learners.

These ensembles improved the predictive accuracy, robustness and generalization across multiple IoT
attack types by utilizing the complementary strengths of the individual classifiers, thus provided a reliable
framework for real-time intrusion detection in heterogeneous IoT networks.

5. Results and Discussion

This section analyzes the performance of the ten classifiers trained on RT-10T2022, focusing on
misclassification patterns, robustness to class imbalance, and deployment considerations for IoT networks,

Stat., Optim. Inf. Comput. Vol. x, Month 202x



Y. BOULKHIOUT, S. BALBAL, K. NASRI AND A. MOUSSAOUI 15

using macro-averaged accuracy (ACC), AUC, precision, recall, Fl-score, and Cohen’s Kappa (). The
complete numerical results appear in Table 6.

Table 6. Test Performance Metrics (%): 83 vs. 15 Features.

Model Accuracy AUC Precision Recall F1-score Cohen Kappa
83 15 83 15 83 15 83 15 83 15 83 15

CatBoost ~ 99.858 99.789 99.995 99.958 97.779 96.133 98.042 97.480 97.728 96.399 99.643 99.470
XGBoost 99.870 99.793 99.999 99.998 97479 95.347 98.228 97.254 97.673 96.067 99.674 99.480
LightGBM 99.870 99.797 99.976 99.998 98.643 98.099 98.291 97.090 98.369 97.476 99.674 99.490

RF 99.882 99.821 99.276 99.114 96.422 98.230 98.233 97.221 97.212 97.607 99.704 99.551
LR 97.442 94.761 99.494 98.339 76.654 62.224 93.722 81.184 80.687 64.369 93.584 86.870
DT 92917 96.771 99.050 99.413 73.049 84.492 79.562 89.305 72.806 83.172 82.375 91.926
SVM 98.737 94294 99.636 98.820 80.330 63.078 96.036 81.636 83.810 66.695 96.832 85.706
KNN 99.740  99.695 98.728 98.520 94.457 94.835 97.333 96.780 95.558 95.430 99.348 99.235
MLP 99.643 99.659 99.510 99.096 91.556 90.662 96.743 96.784 93.638 92.794 99.103 99.144
Voting 99.850 99.801 99.923 99.702 96.296 96.752 98.190 97.264 97.127 96.712 99.623  99.500

The visualization of models performance using ROC curves and confusion matrix are summarized in
Figure 15 and Figure 14.

Comparing models trained on the 83-feature set against the reduced 15-feature subset reveals significant
differences in robustness, feature dependence and generalization across all metrics. The ensemble and
gradient-boosting methods — CatBoost, XGBoost, Light GBM and Voting — are consistently superior
across both configurations, with only slight degradation under aggressive feature reduction. With the
full feature set these models exceed 99.85% accuracy, and CatBoost, XGBoost and Light GBM exceed
99.97% AUC; with only 15 features they retain more than 99.78% accuracy. The AUC claim above 99.9%
excludes Random Forest (99.276%/99.114%) and the 15-feature Voting ensemble (99.702%), whose step-
like vote-fraction probabilities limit One-vs-Rest AUC. As Section 5.1 shows, these leading models are
not statistically distinguishable and so form one performance tier rather than a ranking. Precision, recall
and F1 remain balanced in both configurations and Cohen’s Kappa stays above 99.4%, indicating almost
perfect agreement beyond chance. This remarkable stability uncovers the core capacity of the boosting-
based ensembles to learn non-linear relationships, handle feature interaction, and discard irrelevant or
redundant information. Hence, these models are the most reliable and practically feasible solutions for
detecting cyber-attacks in real-world IoT.

In both cases, the Multilayer Perceptron (MLP) also performs very well, and its accuracy is marginally
higher with the reduced feature set (99.659% vs 99.643%). This margin lies within the fold-to-fold standard
deviation of Table 7, so it reflects insensitivity rather than improvement; KNN is in fact the strongest non-
ensemble model on both accuracy and macro-F1, the MLP being preferable only where a purely neural,
incrementally trainable architecture is required. Traditional machine learning models are, in contrast,
much more sensitive to feature reduction.

The performance of Logistic Regression decreases considerably, with a loss of approximately 2.7%
in accuracy, and a sharp decrease in precision (from 76.65% to 62.22%) and Fl-score (from 80.69% to
64.37%). The SVM is affected most of all ten classifiers, losing 4.44 accuracy points (98.737% — 94.294%)
and 17.12 macro-F1 points (83.810% — 66.695%), whereas KNN is among the most robust: accuracy
falls only 0.045 points and macro-F1 0.128, while macro-precision even improves (94.457% — 94.835%).
Classical models therefore do not degrade uniformly; what degrades is the global and parametric subfamily,
which fits a single boundary over all coordinates and relies on the redundancy of the 83-dimensional
space to compensate for weak individual projections — a compensation lost under reduction. KNN is
non-parametric and local, requiring only that the retained coordinates preserve neighbourhood structure,
which the consensus subset does by construction; the same locality argument explains the robustness of
the tree ensembles and the Decision Tree’s improvement. The relevant distinction is the geometry of the
decision function, not the age of the algorithm.
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Figure 14. Confusion matrices of the best-performing model (CatBoost, top) and the most feature-sensitive model
(LR, bottom) on 15 (left) and 83 (right) features.
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Figure 15. Per-class ROC curves for SVM (top) and the Voting ensemble (bottom) on 15 (left) and 83 (right)

features.

Stat., Optim. Inf. Comput.

Vol. x, Month 202x



Y. BOULKHIOUT, S. BALBAL, K. NASRI AND A. MOUSSAOUI

Accuracy

CatBoost

AUC

CatBoost 99.995% 100.0%

CatBoost

17

Precision

95.0%

XGBoost 99.0%  xGBoost 99.998% 99.999% XGBoost
LightGBM 98.0%  LightGBM 99.998% 99.5%  LightGBM 90.0%
RF RF 99.114% RF
97.0% 85.0%
LR oi LR 76.654%
9
95.0% SVM 199.636% SVM A 80.330% 75.0%
94.0% . KN 70.0%
99.096% MLP
9
Voting 93.0% Voting Voting 65.0%
15 83 15 83
N Features N Features N Features
Recall F1 Score Cohen's Kappa
CatBoost 97.5% CatBoost CatBoost 99.470% 99.643% -
95.0% I 98.0%
XGBoost 95.0% XGBoost XGBoost 1 99.480% 99.674%
. 9/
LightGBM LightGBM #00.0% LightoBM {  99.490% 99.674% 96.0%
RF 92:2% RF 45105 RF 99.551% 99.704% 94.0%
.0%
LR 81.184% 93.722% 90.0% R LR 86.870% 92.0%
DT 89.305% 79.562% 87.5% DT 83.172% 80.0% DT 90.0%
81.636% SO SVM 83.810% 75.0% SVM 88.0%
KNN 95.430% 95.558% ' KNN - 99.235% 99.348% 86.0%
82.5% MLP 92.794% 93.638% 70.0% MLP 4 99.144% 99.103% 84.0%
 84.0%
80.0% Voting u 65.0% Voting 99.500% 99.623% .
T r 0%
15 83 15 83 15 83
N Features N Features N Features
Figure 16. Test heatmaps model x feature Count.
Accuracy AUC Precision
100.0% A 100.0% 1 100.0% A
p 90.0% -
g 8% II II II _ 995% ] 0 g II n II
= Features Count Features Count = Features Count
® o w15 feat. o w15 feat. Ag 80.0% - = 15 feat.
5 96.0% 1 w83 feat. 2 99.0% 4 83 feat. G 83 feat.
g < o
< o
o 70.0% -
R 98.5% A
60.0% -
R creofBeegiee B AR 0T ot W wgued (oot B R oo it R
Models Models Models
Recall F1 Score Cohen's Kappa
100.0% A
100.0% 1 100.0%
95.0% - o 9
~ < 90.0% - € 95.0% {
g 90.0% Features Count E Features Count & Features Count
= : 15 feat. S 80.0% 15 feat. N 15 feat.
g w83 feat. & dett = g3 feat. o 90.0% w83 feat.
= 85.0% @ 2
o
70.0% A © 85.0% A
80.0% -
oL gosk et oF T oUW (@ WP nd %, ook e oF T g (W P and ook ' R OF oy N R and
C—dtﬁoigﬁ‘\’;’g“xﬁa AR of gt o™ Ca@"%(,%‘\)?g‘“lﬁa f AR ol gt it ot Ca&o%gﬁ?fq“\.es ® OF oIt vt Wi

Models

Models

Figure 17. Test metrics by model & feature Count.

Models

The Decision Tree is the one traditional classifier that improves with feature selection: accuracy rises
from 92.92% to 96.77%, Fl-score from 72.81% to 83.17%, and Cohen’s Kappa from 82.38% to 91.93%,
indicating that many of the original 83 features add noise for a shallow tree. It nonetheless remains
considerably weaker than the best ensemble and neural models.
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In summary, the models that perform best with 83 features remain the best with only 15, with
no meaningful loss in accuracy or reliability. CatBoost, XGBoost, LightGBM, Random Forest and
the Voting ensemble form a single leading tier, with KNN and the MLP close behind at far lower
training cost. The extreme dimensionality reduction also brings practical benefits: simpler pipelines, lower
computational overhead, faster inference and better suitability for resource-constrained, latency-sensitive
ToT deployments.

5.1. Statistical significance

Table 7 reports cross-validated means and bootstrap intervals and Table 8 the paired tests of Section 4.8,
both over the label set retained by the minimum-support filter and therefore comparable within Tables 7—
9 but not against Table 6; cross-validated macro-averages are omitted since the smallest classes hold only
tens of instances per fold.

Table 7. Cross-validation and test-set stability of the 15-feature configuration on RT-IoT2022 (5-fold CV; 95%
bootstrap Cls on the 23,572-flow test set).

Model CV Acc. (%) CV k (%) Test Acc. (%) [95% CI] Test macro-F1 (%) [95% CI]
CatBoost 99.756 £ 0.021  99.399 £ 0.052 99.822 [99.775, 99.873] 99.270 [98.779, 99.636]
XGBoost 99.753 £ 0.030 99.391 £+ 0.074 99.792 [99.737, 99.852] 99.309 [98.915, 99.632]
LightGBM 99.763 £+ 0.017 99.414 £ 0.043 99.835 [99.784, 99.886] 99.329 [98.795, 99.697]
RF 99.784 £ 0.024  99.467 £ 0.059 99.801 [99.748, 99.856] 99.053 [98.460, 99.510]
LR 95.980 £ 0.718  90.102 £ 1.766 95.690 [95.444, 95.940] 83.319 [81.953, 84.486]
DT 88.438 + 3.454 71.940 £ 8.278 86.577 [86.134, 86.989] 54.442 [54.124, 54.718]
SVM 94.282 £ 0.091 85.933 £ 0.224 94.158 [93.836, 94.456] 79.482 [78.401, 80.503]
KNN 99.489 + 0.058 98.740 £ 0.143 99.512 [99.423, 99.587] 96.611 [95.543, 97.489]
MLP 99.290 £ 0.131  98.249 £ 0.323 99.300 [99.188, 99.406] 95.899 [94.849, 96.821]
Voting 99.753 £ 0.022  99.391 £ 0.053 99.809 [99.752, 99.864] 99.235 [98.738, 99.615]

Table 8. Holm-Bonferroni adjusted McNemar tests over all 45 model pairs (RT-10T2022, 15-feature configuration).

no1/n10: discordant counts.

Model A Model B Acc. A (%) Acc. B (%) no1/no  pHolm  Verdict

Within the leading tier (exact binomial test, ngy + nip < 25)

LightGBM  CatBoost 99.835 99.822 10/7 1.000 not distinguishable
LightGBM  XGBoost 99.835 99.792 16 / 6 0.525 not distinguishable
LightGBM RF 99.835 99.801 16 / 8 1.000  not distinguishable
LightGBM  Voting 99.835 99.809 11/5 1.000 not distinguishable
CatBoost ~ XGBoost 99.822 99.792 14 /7 1.000  not distinguishable
CatBoost RF 99.822 99.801 11/6 1.000  not distinguishable
CatBoost Voting 99.822 99.809 7/4 1.000  not distinguishable
XGBoost RF 99.792 99.801 10 / 12 1.000  not distinguishable
XGBoost Voting 99.792 99.809 6 /10 1.000  not distinguishable
RF Voting 99.801 99.809 6/8 1.000  not distinguishable

Leading tier versus {LR, DT, SVM, KNN, MLP}, and within that group

all 35 remaining pairs < 0.001 significant

The outcome is unambiguous: none of the ten comparisons within {LightGBM, CatBoost, XGBoost,
RF, Voting} survives correction (pgoim > 0.525), while all 35 comparisons involving LR, DT, SVM, KNN
or MLP are significant at pgoi, < 0.001. The choice among the five leading models can therefore be made
on cost and interpretability alone, and a reported gain of a few hundredths of a point over them is noise
unless a comparable test is supplied — a standard that applies equally to our own 0.013-point margin of
Light GBM over CatBoost, a net three flows out of 23,572.
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5.2. Minority-class performance after SMOTE

Accuracy is a misleading summary when one class holds 76.4% of the test mass, so Table 9 reports
per-class recall and F1 with the absolute test count. Three points follow.

First, the boosters are uniform across classes: Light GBM and CatBoost hold recall at or above 95.4%
everywhere, and the gap between CatBoost’s macro-F1 (99.27%) and accuracy (99.82%) is carried almost
entirely by Wipro_bulb and NMAP_UDP_SCAN. Second, LR and SVM collapse on exactly those classes: both
keep perfect recall on DOS_SYN_Hping but fall to 84.09%/77.27% recall on Wipro_bulb (F1 40.44%/22.37%)
and 51.73%/44.55% on Thing Speak, while on DDOS_Slowloris perfect recall pairs with F1 of only
65.24%/64.26% — roughly one false alarm per true detection. Their macro-F1 therefore falls by 16-17
points against only 2.7—4.4 points of accuracy. Third, no claim about the smallest classes is supportable:
Wipro_bulb has 44 test instances, and Metasploit_Brute_Force_SSH and NMAP_FIN_SCAN fall below the
minimum-support threshold and are excluded.

Table 9. Per-class recall and F1 (%) on the test set (15-feature configuration) for the two leading boosters and two
global-parametric classifiers. Niest: real test instances.

cl LightGBM CatBoost LR SVM
ass Niest
Recall F1 Recall F1 Recall F1 Recall F1

DOS_SYN_Hping 18,018 100.00 100.00 100.00 100.00 100.00 99.99 100.00 99.99
Thing Speak 1,631  98.89 98.79  98.89 98.76  51.73 65.78 44.55 57.24
ARP poisioning 1,525 9895 98.98 9895 98.98 8544 7525 69.11 62.63
MQTT_Publish 828 99.88 99.94 99.88 99.94 99.76 99.88 99.76  99.88
NMAP_UDP_SCAN 517 99.61  99.61 99.03  99.22  91.49 89.67 91.88 89.45
NMAP_XMAS_TREE_SCAN 402 99.75  99.88  99.75  99.88  99.75 99.88 99.75  99.88
NMAP_0S_DETECTION 400 100.00 100.00 100.00 100.00 100.00 99.75 100.00 99.63
NMAP_TCP_scan 200 100.00 100.00 99.50  99.75  99.50 97.31  99.00  99.50
DDOS_Slowloris 107 100.00 99.53  100.00 99.53  100.00 65.24 100.00 64.26
Wipro_bulb 44 9545  96.55  97.73  96.63  84.09 4044 T7.27 22.37
Macro average 23,5672 99.25 99.33 99.37  99.27  91.18 83.32 88.13 79.48

The residual errors concentrate within the Nmap family, where NMAP_XMAS_TREE_SCAN, NMAP_TCP_scan
and NMAP_UDP_SCAN come from one tool differing mainly in the flags it sets, so at the flow-aggregate
level all present as short, unidirectional, payload-free flows without a completed handshake — exactly
the information flow aggregation discards. These confusions are a representational limitation rather than
a classifier one. A second, smaller cluster lies between MQTT_Publish and Thing Speak; benign/attack
confusion matters more operationally, but under Light GBM the three benign classes retain 99.88%, 98.89%
and 95.45% recall, so at most 0.12-4.55% of their flows cross that boundary.

5.3. Computational cost

A study claiming real-time relevance must report detector cost. Table 10 gives training and scoring
wall-clock times, from which per-flow latency follows by dividing by the 23,572 test flows; these figures
resolve the choice among boosters that accuracy cannot. On 15 features Light GBM trains fastest of the
four tree ensembles (690 s vs. 745/2,025/2,413 s for XGBoost/RF /CatBoost) but is slowest at inference
(887 us/flow), while CatBoost is the mirror image, most expensive to train yet fastest at inference
(21 ps/flow) — which matters more under a per-flow deadline. The Voting ensemble costs the sum of
its members (7,006 s, 1,377 us/flow) while being statistically indistinguishable from the best single model,
and is therefore not recommended; KNN diverges similarly at 164 us/flow. The reduction makes these
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Table 10. Training and testing time (s), 83- vs. 15-feature configurations.

Model Train Time (s) Test Time (s)

83 15 83 15
CatBoost 9992.29  2412.61 0.51 0.50
XGBoost 1857.67 745.44 2.37 2.33
Light GBM 4007.94  690.19 29.87 20.92
RF 11032.99  2024.80 7.70 5.07
LR 434.66 68.96 0.16 0.09
DT 24.55 4.47 0.08 0.07
SVM 67694.96 477.17 0.34 0.26
KNN 492.18 20.65 126.44 3.86
MLP 1287.06 393.72 0.42 0.12
Voting 109801.60 7006.18 143.61 32.46

costs tolerable, cutting SVM training from 67,695 s to 477 s and Voting from 109,802 s to 7,006 s, and
removing 68 features from the extraction path that usually dominates a gateway pipeline.
5.4. External validation on NSL-KDD

To test whether the observed pattern is specific to RT-10T2022, the entire pipeline was re-executed
without modification on NSL-KDD. The KDDTrain+ and KDDTest+ files were pooled and re-partitioned
by the same stratified scheme, so this evaluation is closed-world like the first one and its figures are
not comparable with results reported on the official open-world test partition; what is compared is the
ordering of the model families, not the absolute accuracy.

Table 11 reproduces that ordering on the 15-feature configuration. The tree ensembles again lead —
Light GBM 98.93%, XGBoost 98.90%, Random Forest 98.83% and Voting 98.72% accuracy, with CatBoost
slightly behind at 97.77% — and KNN and the MLP again follow closely (96.87% and 96.66%), confirming
that local and axis-aligned learners transfer. The global-parametric classifiers again collapse: the SVM
falls to 89.80% accuracy and 68.08% macro-F1, logistic regression to 70.65% and 58.66%.

The single Decision Tree is the one model whose behaviour differs, falling to 45.56% accuracy with a
cross-validation standard deviation of 6.17 points, by far the least stable of the ten, which indicates that
a depth-6 tree has too little capacity for the 20 retained NSL-KDD classes. The robustness dichotomy is
therefore a property of decision geometry rather than an idiosyncrasy of RT-1oT2022.

Table 11. External validation on NSL-KDD under the identical pipeline (15-feature, 28,220 test flows, 20 classes).

Model Accuracy (%) [95% CI] AUC (%) Macro-F1 (%) [95% CI] Kappa (%) CV Acc. (%)
CatBoost 97.769 [97.595, 97.932] 99.953 89.038 [88.227, 89.920] 96.450 97.773 £+ 0.056

XGBoost 08.899 [98.790, 99.025] 99.974 93.123  [92.300, 93.924] 98.227 98.590 + 0.155
LightGBM  98.934 [98.821, 99.057] 99.976 93.164 [92.351, 94.017] 98.285 98.558 + 0.097
RF 08.831 [98.716, 98.963] 99.818 92.560 [91.676, 93.416] 98.116 98.558 + 0.093
LR 70.647 [70.107, 71.131] 99.095 58.661 [57.810, 59.537] 61.542 70.007 + 0.628
DT 45.564 [44.991, 46.122] 96.299 51.492 [50.693, 52.180] 38.141 49.451 £ 6.166
SVM 89.796 [89.420, 90.138] 99.029 68.084 [67.019, 69.151] 84.100 89.004 + 0.326
KNN 96.870 [96.671, 97.074] 98.794 86.248 [85.232, 87.204] 95.027 96.237 + 0.211
MLP 96.664 [96.465, 96.879] 99.881 85.377 [84.419, 86.434] 94.700 96.088 + 0.242
Voting 98.717 [98.598, 98.847] 99.965 92.275 [91.472, 93.101] 97.942 98.388 £+ 0.085
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5.5. Why the families differ, and threats to validity

The pattern is not arbitrary. Gradient-boosted trees lead because the predictive features are threshold-
like — a flow is a scan if its duration is short and its packet count small — which an axis-aligned split
expresses in one comparison, whereas a linear model must approximate a step function with a hyperplane;
boosting further fits the residual at each iteration, concentrating capacity on hard regions such as the
Nmap variants, and tree splits are invariant to the heterogeneous feature scales that penalise distance-
and gradient-based methods. The three boosters are indistinguishable because they share this bias and
differ only in how trees are grown. The SVM degrades most because its decision function aggregates
every coordinate into a single margin, so removing coordinates reshapes the geometry rather than merely
discarding inputs, an effect compounded by the dense synthetic clusters that inflate the support-vector
set; logistic regression degrades for the same reason, a ten-class softmax over 15 features realising only
nine linear boundaries. The MLP is unaffected because the reduction cuts its input-layer parameters by
82% while removing only weakly informative directions.

The limitations are stated plainly. The near-perfect scores reflect the benchmark’s intrinsic separability
as much as detector capability: each attack class was generated by a single tool with fixed parameters,
so classes occupy compact, nearly disjoint regions, and the capture is one session on one topology with
no distribution shift between partitions. No claim about the two excluded classes is supportable, and
SMOTE densifies rather than diversifies classes holding tens of instances. Both evaluations are closed-
world with no temporal split, so concept drift is not measured, and flow-level aggregation discards the
TCP flags that would separate the Nmap variants. Finally, cost was measured on a laptop rather than
gateway hardware and should be read as a relative ranking.

6. Conclusion

This study evaluates ten machine learning models for cyber-attack detection in IoT networks on a
comprehensive traffic dataset, using both the full 83-feature set and a reduced 15-feature set. CatBoost,
XGBoost, Light GBM, Random Forest and the soft-voting ensemble form a single leading tier — above
99.78% accuracy in both configurations, macro-F1 above 96% and Cohen’s Kappa above 99.4% — whose
members the paired tests cannot distinguish, so the choice among them is a cost decision rather than an
accuracy decision. The three gradient boosters also exceed 99.95% AUC, a claim that extends neither to
Random Forest nor to the Voting ensemble. Robustness to the 83 — 15 reduction separates the remaining
models by decision geometry rather than by age: KNN and the MLP are essentially unaffected and the
single Decision Tree improves markedly, whereas logistic regression and the linear SVM lose 16 and 17
macro-F1 points respectively. These results show that high accuracy and efficiency are achievable with a
minimal, discriminative feature set, supporting lightweight, low-latency intrusion detection at the network
edge.

Confirmatory versus novel. Three findings replicate known results: boosted trees outperform linear,
kernel and single-tree classifiers on tabular data; ensembling reduces variance; and SMOTE improves
minority recall. Four are new. Robustness under aggressive reduction depends on decision geometry:
local/azis-aligned classifiers are largely unaffected while global/parametric ones lose 16-17 macro-F1
points. The top models are statistically indistinguishable after correction, so RT-10T2022 has saturated
as an accuracy benchmark. A cost—accuracy frontier then identifies which equivalent model suits a given
latency or retraining constraint — the soft-voting ensemble, notably, costs the sum of its members for no
measurable gain. NSL-KDD confirms the dichotomy is geometric, not dataset-specific.

Next steps. (i) Use a chronological split on capture timestamps to measure drift sensitivity per family.
(ii) Compare a two-stage hierarchical detector (benign vs. attack, then sub-type) against the flat ten-
class formulation. (iii) Add per-flow TCP flag distributions to probe the representational error behind
Nmap-variant confusion. (iv) Repeat the cost measurements on gateway-class hardware with quantised
models. (v) Apply SHAP-based rule extraction and treat rare attacks as a few-shot or anomaly-detection
problem.
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