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Abstract The manual configuration and management of these networks often become inefficient as well as error-prone
due to the increasing complexity of modern enterprise networks. Existing Intent-Based Networking (IBN) systems tend to
be able to convert the high-level business-intents into low-level network configurations; however, they do not scale well
nor provide predictive analytics and automated anomaly detection in a comprehensive manner. In this study, we propose an
intelligent machine-learning-based IBN framework that can enhance intent translation accuracy and network adaptability.
We propose a novel system that leverages techniques used in natural language processing, deep learning, and reinforcement
learning. A BERT-based model first classifies the intent and then uses a conditional random field (CRF) module to
extract network parameters from intent statements, whereas a Long Short-Term Memory (LSTM) network predicts network
performance and a Deep Q-Network (DQN) learns from reinforcement learning to optimise performance. This framework
is implemented on a realistic enterprise network scenario simulation testbed with heterogeneous devices and dynamic traffic
conditions.
Experimental results show that the proposed framework achieves an intent translation accuracy of 96.56%, reduces network
convergence time by 73.4%, and detects anomalies with an F1 score of 0.9485. In terms of efficient resource utilisation, it
outperforms traditional network management approaches by 29.05%. These findings demonstrate that machine-learning-
based intent-driven networking can bring greater automation, operational efficiency, and scalability to next-generation
enterprise networks.

Keywords Intent-Based Networking, Machine Learning, Natural Language Processing, Deep Learning, Reinforcement
Learning, Anomaly Detection

DOI: 10.19139/soic-2310-5070-3372

1. Introduction

As the number of connected devices on networks increases exponentially [2], modern networking environments
have become increasingly complex, requiring intelligent, flexible, and scalable network management solutions to
control networks [1]. Organizations today have large-scale distributed networks that are difficult to configure using
manual approaches. With such approaches, efficiency, agility, scalability, and security cannot be expected [2].

In this context, Intent-Based Networking (IBN) [3],[35] has emerged as a paradigm that aims to automatically
map high-level business intents into low-level network configurations. Software-Defined Networking (SDN)
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enables centralized control and management of network resources; however, SDN alone cannot provide complete
intent translation and closed-loop automation. Therefore, intelligent frameworks are required for intent translation,
adaptive optimization, and anomaly detection.

Although recent studies have explored machine-learning-based IBN architectures, existing works still suffer
from limitations in scalability, predictive analytics, and embedded anomaly detection. These limitations motivate
the development of a unified framework that can support accurate intent translation, proactive prediction, and
adaptive network optimization.

This paper presents a machine-learning-empowered IBN framework that uses natural language processing, deep
learning, and reinforcement learning to guide network management actions and improve performance in agile
enterprise environments.

2. Literature Review

Multiple contributions have yielded improvements in intent mapping and optimizing the network. Zhang et al.
The authors of [21] proposed a deep neural network-based IBN model and achieved 93.2% accuracy for intent
translation. But their model did unwell in the absence of anomalies in multi-domain intent handling scenarios
and the time for convergence was 65.7% larger than our network. Yin et al. The federated IBN architecture
proposed by [22] showcased that the application of federated learning as a privacy-preserving technique along
with supporting distributed decision making. It achieved 94.8%, and then quickly converged in the time of intent
translation accuracy, to get F1 is 0.921 on anomaly detection tasks. But architecture does use restrictions on how
sources are applied and also centralised structure from the exhibit trade-offs among privacy-protecting approaches
in addition to core financial productivity. Chen et al. However, even with these newly proposed solutions [23], it
reaches a 92.5% accuracy on intent translation and reduces the convergence time by 55.9%. Even if their approach
performed well within the dynamism and recognized 20.7% of resources usage, it was not providing scalability for
huge networks.

These studies limited their research in various areas, which highlight the critical limitations in the current state
of IBN. First, Zhang et al. [21] did not target anomaly detection, which is vital in ensuring network reliability and
availability. Second, studies such as Yi et al. [22] and Chen et al. [23] focused less on scalability and resource
optimization, which are essential in handling the increasing complexities in current networks. In another study,
Alam et al. [24] introduced IBN a... core technology using graph neural networks GNNs, translating intent with
95.1% accuracy and reducing convergence time by 70.2%. The system was efficient in scale, with a 0.936 F1
score in anomaly detection, but required expensive computational resources to operate in real time. On the other
hand, Ahmad et al. [25] used natural language processing to boost business intent translation and achieved 94.3%
accuracy with 64.5% convergence time reduction...

Due to the rapid developments in network technologies and the complexity of today's infrastructures, there is
a high demand for automatic and intelligent management tools. Unfortunately, current systems do not offer a
sufficient guarantee on how to keep up the pace with these high requirements of agility, scalability, and security
needed by today networks [26, 27]. To overcome such drawbacks we propose a ML-based IBN system, enabling a
dynamic and intelligent way of handling network environment [28].

Kim et al. [29] studied application of GNNs in the field of anomaly detection, highlighting that they can be
used as complex relation-ship processors for large scale networks involving both node attributes and structural
dependencies. GNN-based approaches were defined based on the type of graph (static and dynamic), type of
anomaly detection (node, edge, subgraph) or architecture for example graph autoencoders (GAEs). All these results
indicate that GNNs can be effective in detecting different kinds of anomalies in real-time, and are thus promising
for dynamic and intent-based systems such as IBN. The study also underlines the demand for interpretable GNN
models, and shows that the integration of GNN could greatly improve not only its scalability but also accuracy in
network anomaly detection. Cheng et al. [30] proposed a GO based method for error covariance localization in data
assimilation and can greatly improve the scalability and computational efficiency. Through automatic grouping
of state and observation variables, the method is free from predefined spatial scales which achieves 20% less
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computation cost with better accuracy against traditional global methods. The complexity presented by adaptive
systems like IBN is particularly well addressed by the local processing of data and real-time agility to process data
that network conditions in a dynamically changing environment present. Gueuning et al. also studies the impact
of inter-layer competition in diffusion through a random walk with waiting times that depend on the layer. [31].
Our simulations indicated that differential layer activation could lead to biased paths and “rock-paper-scissors”
style cyclic dominance among layers, where the order of precedence over blocked layers is non-transitive. They
also find that these biases impair network coverage, due to the random walker staying within dominant layers.
This study demonstrates the effects of temporal heterogeneity and layer precedence on network exploration, and
provides insights targeting adaptive systems such as IBN.

Our framework facilitates the network management by enabling in which system administrators can declare a
high level business intents and transform it into lower-level configurations automatically, reducing the amount
of manual intervention necessary. With ML, the SLCM system predicts potential network failures, resources
allocation and dynamically adjusts to networking conditions at run-time [32]. They also enhance operational
efficiency, reduce network availability down time and improve the overall system performance [33]. Moreover,
smart and autonomic networks is an area that the current work also contributes to towards more sustainable, efficient
and adaptive networking. The findings of our research would be the same for corporate network, which of course
might not be aged but these days increasing the age with emerging technologies such as 5G and Edge Computing
and further IoT that highly rely on smart network carrier to obtain their power [34].” By nature IBN can avoid that
kind of limitations therefore this step is a significant line on the path towards network management evolution.

The main objective of the paper is to design a new ML-based IBN system reduces intent translation latency,
accelerates network convergence and enhances anomaly detection. The aim is to perform better intent translation
prediction with less complexity and uniform convergence time as compared to the vertical splitting processes.

Abstract: This work is also geared towards the development of anomaly detection techniques in multiple
networking contexts based on more sophisticated machine learning approaches. Another objective is to achieve
optimized consumption of network resources via forecasting based analytics and flexible control. Finally, this
work is focused to the study and inspection of its manoeuvrability and productive ability for different networking
paradigms; transversing that it will additionally be adapted through so much upper-level processes of advanced
network architectures.

3. Research Gap

Though a lot has been done by the researchers of intent based networking technology today, we still have many
missing links in our research and practice are. First, activating really complex multi domain commercial intents
to fine grained device configurations is challenging in most of the IBN systems built so far leading to suboptimal
or even wrong realizations. One layer up, and most of that overhead has just begun to transition into the Code
Meter-up crowd open for fancy new machine learning algorithms (real time network optimization!), with enough
slack in their performance they can change up based on how stuff's going down in the network.

Besides, there is still significant need for detailed studies on various performance aspects of IBN systems
over wide-area and diverse network scenarios. Finally, if to no lesser extent, the quality of ML-in-the-Loop IBN
solutions as these scale to enterprise-scale networks remains problematic: Most of the prior approaches degrade in
quality for increasingly complex networks. This limitation inspired our contribution for a more generalizable and
scalable ML-driven IBN approach.

4. Methodology

The traditional rule-based network management systems are not able to accommodate the current dynamic and
complex nature of networks, thus machine learning techniques were chosen for our proposed IBN system.
Traditional deterministic methods depend on manual configuration rules and static policy mappings, which fall
short in the face of large-scale networks, heterogeneous devices and quickly changing traffic patterns. On the
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other hand, machine learning algorithms can learn patterns from historical network data and make automatic
adjustments to accommodate changing conditions. For instance, BERT and other deep learning models are able
to represent natural language intents accurately, while reinforcement learning based algorithms can help fine-tune
the network configurations over time through feedback-based learning. Hence, ML-based automation serves as a
superior method for achieving scalable and adaptable approaches to modern intent-based networking frameworks.

4.1. System Architecture

More specifically our proposed ibn system leverages ml based automation techniques to meet these
requirements.one is the intent interface which receives intents next is a intent translation engine interpretation
processor ie then the network orchestrator and ml powered analytics engine.

Network administrators can provide high-level business intents in natural language or use intent interface. This
interface enables a user to interact with the system and makes intent specification simple.

Entity Recognition, Part-Of-Speech tagging and segmentation are done in the NLP module. An intent
classification model based on a fine-tuned BERT is employed to allocate intents into predefined groups including
security, performance, and connectivity. A CRF-based model is used to extract parameters such as IP addresses,
protocols, and time restrictions from input intent statements.

Figure 1. IBN System Architecture

Intent Translation Engine
The intent translation engine (ITE) receives high-level intent such SLAs and network policies specifications and

converts them to executable network configurations using NLP and machine learning techniques.
The NLP module tokenizes the input, parses part of the speech and recognizes entities. Intent classification

is performed using a fine-tuned BERT model returning one of several predefined categories including filtering,
performance or connectivity.

A CRF model [1] is used for parameter extraction to find such parameters as IP address, protocol and time
constraints in an intent statement.

4.2. Dataset Description

Here, we present a novel dataset comprising 10k annotated network- intent statements gathered from public
networking forums as well as enterprise network configuration logs. The dataset consists of four intent categories:
security, performance, connectivity and QoS (quality-of-service).

The parameterized intent statements are manually annotated with relevant parameters which include but not
limited to: IP ranges, protocol, time constraints and policy conditions. The dataset is divided into 70% for training,
15% for validation and 15% for testing.
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Tokenizing, normalizing, removing noise and encoding features are all preprocessing before applying the spaCy
NLP pipeline.

4.3. Model Design

We choose BERT for our intent classifier because it has powerful contextualized language understanding
capabilities, and can also be fine-tuned in a low resource setting which fits our situation.

Due to its ability to model sequential dependencies in structured text, CRF is employed for parameter extraction.
LSTM applied into time-series prediction of network metrics.
Adaptive Optimization via DQN: Adaptive optimization is established based on DQN which allows to make

decisions implicitly through learned examples based on the feedback from the network.
We used the following metrics [38] to assess the performance of our IBN system:
a) Intent translation accuracy the proportion of high-level intents that were correctly translated into actions

on the network to validate the system, we compared generated configurations with manually defined baseline
configurations for a set of 20 predefined intents.

b) Time for Convergence: It represents the time taken by a network to settle after changes & updates and adjust
its performance according to updated conditions.

c) Anomaly Detection Outcome: Precision and Recall derived from the set of known abnormalities, yields a
measure on the effectiveness of the deployed system to properly catch network problems as well as respond to
them, based on both precision and recall.

d) Performance prediction accuracy: Accuracy of the system’s predictions on different network performance
metrics (MAPE was used to assess prediction accuracies, for efficient forecasting of performances.

Use of efficiency analysis: We use the efficiency-analysis algorithm that gives better utilization from only
network resources utilized before instantiating IBN and after applying IBN we implemented in our work

Implementing Efficient Module for IBN System We designed efficient structures to maximize the efficiency
of our IBN system, illustrated in Figures 2 and 3 respectively, targeting DQN and LSTM modules. The method
use in DQN utilizes a neural network with manually tuned hyperparameters to quickly map state-action pairs
to actions. It is optimizing the network performance as a measure which reduces latency and enhances forward
throughput at the cost of loss for attempted utility. To achieved a good optimization in configuration of networks,
1,000 episodes for the training procedure were done. LSTM In this scenario we broaden the past style to add
doorways (enter, overlook and result in) that will assist us catch temporal dependencies in community features
given efficient prediction. It is capable of monitoring such regular sequence time series data to predict critical
metrics delays, bandwidth usage and drop ratios making it proactive prediction on them. This makes the proposed
framework suitable in scalability, adaptability and efficiency perspective for different underlay network scenarios.
Out of which, are valuable development in like very powerful and dynamic nature of company networks.

4.4. Network Orchestrator

The Network Orchestrator, which deploys translated intents over that very network infrastructure [36]. It enables
seamless device-level conciliation and policy enforcement to interoperate with diverse network components.
This level of access provides for very granular management of the network and custom control modules allow
communication over NETCONF and OpenFlow, allowing very flexible network management.

4.5. ML-driven Analytics Engine

Such ML driven analytics engine enables continuous monitoring of the network condition and supports prediction,
anomaly detection, and adaptive optimization [37], [39].

That IoT devices and applications are known to generate significant amounts of network telemetry data, including
metrics such as CPU utilization, throughput, latency and error rates. These data are pre-processed and aggregated
over fixed-period time windows to facilitate feature extraction and standardization.

An anomaly detection module identifies abnormal network behavior from historical monitoring data. An LSTM-
based prediction module forecasts key performance metrics such as latency, bandwidth utilization, and packet loss.
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Figure 2. DQN model architecture

Figure 3. LSTM model architecture

A DQN-based optimization module iteratively refines network configurations based on performance feedback and
anomaly logs.
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4.6. Experimental Setup

For our IBN system, we used more diverse network hardware in a testbed environment to emulate an enterprise-
scale network. The experimental testbed consists of enterprise-grade networking hardware and simulated network
environments designed to replicate real-world conditions. Also available in the environment were 20 Ubuntu 20.04
LTS servers to emulate varied network applications. Both static and dynamic topologies were experimented to
evaluate the flexibility of the system. The dynamic topologies consisted of systems with nodes and links that
were added, deleted or reconfigured over time. To mirror the workloads in a true to life scenario, traffic was
generated using an iPerf3 and D-ITG (Distributed Internet Traffic Generator). F5 BIG-IP load balancers were
configured to perform round robin, least connections and source IP hash load balancing algorithms between the
servers. It facilitated balanced consumption of resources —something similar to an enterprise-grade load-balancing
approach. To achieve this, to test anomaly detection at this stage, realistic glitches were simulated on our system
programmatically using a Python scripts and tools that can be publicly available [e.g., Scapy & Tcpreplay]. We
were running simulated DDoS attacks (low intensity probing to high volume flood using LOIC and HOIC) Indeed,
misconfigured configurations in VLANs, routing tables and access control lists (ACL have been one of the major
reasons for errors. The topological network design was a recognisable enterprise architecture, core, distribution &
access layers; internal segmentation and DMZ to reflect the complexity of the real world.

4.7. Evaluation Methodology

In order to test the proposed system, we implemented several test scenarios.
The “Intent Translation Test” challenges the system to generate network configurations according to higher-level

intents based on a test set of 1000 intents.
Their “Network Adaptation Test” assesses a systems performance during fluctuations, such as link failures/bursts

of traffic and device malfunctions.
“Scalability Test” — a challenge for measuring latency, throughput and resource utilisation as the network grows
We compare its performance against the state-of-the-art techniques currently maintained, using metrics such as

accuracy, time taken to converge and F1 score

5. Results

In conclusion, the different experiments done for IBN in this thesis gave us some very interesting view on the
efficiency, performance and possible benefits of network management using this technology. The results are based
on a detailed experimental evaluation performed in different simulated network scenarios.

5.1. Intent Translation Accuracy

Intent translation engine’s powerful capabilities demonstrate excellent accuracy in translating general business
intents to specific network settings. The distribution of intent translation accuracy data was assessed using the
Shapiro-Wilk test, yielding a p-value of 0.45, indicating that the data follow a normal distribution. Results of our
intent translation test for various categories of intents are provided in Table 1.

Table 1. Intent Translation Accuracy by Category

Intent Category Accuracy (%) 95% Confidence Interval
Security 97.3 [96.5, 98.1]
Performance 95.8 [94.9, 96.7]
Connectivity 98.2 [97.6, 98.8]
QoS 94.6 [93.5, 95.7]
Compliance 96.9 [96.0, 97.8]
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The differences in intent translation accuracy between our system and previous state-of-the-art systems were
evaluated using a two-tailed paired t-test. The paired t-test yielded a t-value of 5.67 with 29 degrees of freedom and
a p-value of less than 0.001, indicating statistical significance. The proposed framework achieved an overall intent
translation accuracy of 96.56% on the balanced test dataset.

5.2. Network Convergence Time

After we deployed our IBN solution, we found it reduced the network convergence time. The contrast between
traditional network management approaches and our ML-based IBN solution is depicted in Figure 4.

Figure 4. Network Convergence Time Comparison

The network convergence time data were found to be normally distributed (Shapiro-Wilk test, p = 0.52),
justifying the use of parametric tests.

The reduction in network convergence time was analyzed using a two-tailed paired t-test, which resulted in a
p-value of less than 0.001, indicating a statistically significant improvement. The paired t-test yielded a t-value of
7.89 with 29 degrees of freedom. Across several network events, the proposed IBN system achieved an average
convergence time reduction of 73.4% compared with conventional baseline network management approaches.
The improvement is statistically significant (p <0.001, paired t-test) and can be mainly attributed to the network
orchestrator acting as an efficient system along with the predictive capabilities of our ML-driven analytics engine.

5.3. Anomaly detection performance

Our Analytics Engine’s anomaly detection has high recall and accuracy in identifying network anomalies. To
provide a more balanced view of how it is performing, we then also measured it with an F1 score. All these
parameters are illustrated in Table 2.

Table 2. Anomaly Detection Performance

Anomaly Type Precision Recall F1 Score
DDoS Attacks 0.982 0.956 0.969
Configuration Errors 0.945 0.923 0.934
Hardware Failures 0.978 0.967 0.972
Performance Degradation 0.931 0.908 0.919

With an average F1 score of 0.9485 (95% CI: [0.933, 0.964]), our model shows extremely competent anomaly
detection skills - more than a year ahead of industry benchmarks which is an incredible improvement compared
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to existing works! Nonetheless, it showed false negatives on some DDoS attacks are low-intensity inherited side
information around subtle attack patterns. This behavior implies that low-volume attacks may result in different
response thresholds than those exhibited by high-volume anomalies. Many such systems used volumes of traffic
as a determining threshold, which may fail under genuine high-traffic conditions. There were exceptions, of
course, when (parts of) the hardware would sometimes cause false positives in practice. While accurate (P =
0.978), hardware failure detection in some instances produces too many alerts when the system determines
marginal performance loss typical of aged components rather than full hardware failure. In practice, however,
although the system performs remarkably in productive test environments, it does not behave so deterministically
with infrequent edge conditions or hitherto unheard-of network configuration quotient (e.g., unknown routing
anomalies).

5.4. How accurate are the predictions regarding performance?

The performance of the LSTM-based performance forecasting model is evaluated using Mean Absolute Percentage
Error (MAPE). It measures the average percent difference between the predicted values and the actually observed
network metrics. MAPE is calculated using the below equation 1:

MAPE =
1

n

n∑
i=1

∣∣∣∣Ai − Pi

Ai

∣∣∣∣× 100 (1)

where:

• Ai is the observed network metric value;
• Pi is the predicted value generated by the LSTM model;
• n is the total number of observations.

Lower MAPE values indicate better predictive performance of the model. Based on this study, LSTM model
performed well with less than 4% of MAPE for all metrics, proving that it is a good predictive model to forecast
the fast-changing nature of network performance indicators.

Table 3. Performance Prediction Accuracy (MAPE)

Metric MAPE (%) 95% CI
Bandwidth Utilization 3.27 [2.98, 3.56]
Latency 2.84 [2.59, 3.09]
Packet Loss 1.95 [1.76, 2.14]
Jitter 3.12 [2.87, 3.37]

Table 3 shows that MAPE values obtained for all the performance metrics of NN were very low for LSTM. In
packet loss prediction, the MAPE value was 1.95%, indicating strong predictive accuracy on the evaluation dataset.
As the LSTM model is capable of capturing temporal dependencies in network traffic patterns, it shows low errors
below 3.2% for latency and jitter prediction as well. The results imply that, the underlying model is accurately
learning the dynamic nature of network performance parameters and can facilitate in proactive optimization of
network.

5.5. Utilization of Resources

Real production traffic generated further impressive efficiencies in network resource usage as a consequence of our
IBN solution. We measure this performance gain using the Resource Utilization Efficiency (RUE) metric in Figure
5 [40]. Furthermore, the low average MAPE for all metrics indicates good fit to each model overall, which would
be beneficial in terms of pre-emptively optimizing networks or enabling solutions.

RUE = (Useful Output/Total Resource Consumption) *100
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Figure 5. Resource Utilization Efficiency Improvement

The mean relative growth of RUE (%) is 29.05% (95% CI [25.8%,32.3]) as shown, clearly indicating that the
IBN system shows great application potential to improve provisioning and broad effective usage rates with time
under these study periods in this article.

5.6. Scalability analysis

The scalability evaluation only targets our system capability to cope with growing network sizes and complexity
without performance degradation. The primary valuation was carried out by increasing network size however
our system design inherently handles other possible real-world scalability issues such as dynamic traffic patterns,
protocol inconsistencies and hardware failures. Based on the intent translation engine, and ML-driven analytics,
this adaptation capability of intent translation for varying traffic loads (spikes or traffic mixes) is automatic with
no additional configuration. We evaluated its scalability by gradually increasing the size and complexity of the
networks step-by-step, which enables systematic experiments for our IBN system. In Figure 6, we further illustrate
how the performance metrics are associated with network size.

Figure 6. Scalability Analysis

In fact, the performance of case-based IBN system is illustrated in Figure 6 while scalability comes from neural
networks to sense organizations. The framework trains efficiently as the network size increases, as seen from the
results which show that the execution time only increases sub-linearly with an increase in network size. Even
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though F1 scores for Anomaly Detection of larger networks were lower than with other algorithms, this difference
was not statistically significant. This means that stability of the system still holds not just in case of entity network
environment but also increasing device counts.

It supports devices with various configurations (like, legacy hardware) and there is a dynamic orchestration layer
which resolves protocol hierarchies during run time. The anomaly detection and optimization modules can also
place to diagnose and fix problems caused by sudden network failures, like a device failing or major changes in
routing. These are also provided as part of the framework to be utilized not only for testing use cases. Scale is
just: the capacity of the communication network leads to sub-linear cost growth in time of execution so it scales
well. The only decrease in F1 score of anomaly detection that was not statistically significant (p = 0.078, one
way ANOVA) for larger networks [41]. In general, the proposed ML-predicated intent networking framework
shows very promising results on different performance requests such as intent conversion, abnormality detection,
convergence time reduction and scalability. These results validate its alignment for deployment within sophisticated
enterprise and service-provider environments. Our approach also applies to building smarter connection solutions
and the gain on Intent traslation accuracy, network convergence time and anomaly detection quality empirically
proves it. Due to its intrinsic scalability, it can be implemented in network environments covering both enterprise
and service-provider infrastructures.

6. Discussion

Our proposed system allows for the automatic translation of high-level business intents into actionable network
configurations. The model performance achieves an intent translation accuracy of 96.56%, convergence time
curtailing of 73.4% and anomaly detection F1 score of 0.9485.

The results show that the framework can perform better in operational efficiency, reduce manual operations,
and adapt dynamic environments more. The excellent scalability performance further supports the suitability of
deploying the proposed framework in both enterprise-scale and service-provider networks.

The complementary models contribute to the improved performance of the proposed framework. The
combination of BERT and CRF improves the intent understanding and extraction accuracy for input parameters,
while the overall structure with an LSTM model manages temporal prediction of network behavior. DQN module:
The DQN module supports adaptive optimization by optimizing the decisions made by the network based on the
observed conditions.

Table 4. Comparison with Recent IBN Implementations

Accuracy (%) Reduction (%) F1 Score Improvement (%)
Present Study 96.56 73.4 0.9485 29.05
Zhang et al. [21] 93.2 65.7 0.931 22.8
Yin et al. [22] 94.8 68.3 0.921 25.3
Mekrache et al. [16] 92.5 61.9 0.908 20.7
Wang et al. [43] 95.1 70.2 0.936 26.9

In Table 4, we compare the proposed ML-based IBN framework with the recent implementations of IBNs
available in literature. The overall intention translation accuracy is 96.56% for the proposed system, which
outperforms Zhang et al by 3.36%. and that, 1.76% more than the one of Yin et al. Similarly, the proposed
system achieves a reduction of 73.4% in network convergence time compared to other existing frameworks by
approximately 5–11%. The F1 score reaches to 0.9485 which outperforms any previously published models without
conceding performance on at least one of the other anomaly detection metrics. Furthermore, the new proposed
framework improves resource utilization efficiency by 29.05 % compared to previous works. Such improvements
further demonstrate the advantage of using state-based network intelligence techniques based intent translation
with LSTM-based prediction + reinforcement learning optimization in a common IBN architecture.

The superiority of the proposed framework is explained by exploiting multiple complementary models.
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In this case BERT–CRF jointly improves the accuracy of structured prediction as well as LSTM allows
temporal-based predictions to fetch network behavior. The DQN part, where the algorithm adaptively optimizes, is
implemented to adjust the recently configured network often for effective results.

MarineNet [5] and other existing works use separate components (e.g., pure NLP or pure RL) resulting in poor
scalability to handle complexity and dynamic nature of network scenarios.

7. Conclusion

This work firstly demonstrated the promising approach of unifying NLP, Deep Learning and Reinforcement
Learning for intent-based networking.

It has shown a more accurate prediction of requests including intent translation, which helps in reducing the
convergence time for resource utilization and known anomaly detection.

The next steps are to deploy on the real world and address low-intensity attacks.

8. Limitations & Future Work

The most overwhelming limitation of this study is to perform on a simulated testbed instead of a real deployment.
Also, it is less sensitive to the low intensity of DDoS attacks.

In the future, we will focus on enhancing detection robustness and validating the framework using real production
environments. Future research avenues may also be the inclusion of federated learning processes for privacy-
preserving distributed optimization, integration of explainable artificial approaches to improve interpretability and
technical evaluation deploying cutting-edge optimization algorithms in large scale network linked settings.
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