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Abstract This paper develops a methodological optimal-control model for investments in the development of an
information security system (ISS). Rather than treating the problem as a purely generic financial portfolio, the study
explicitly interprets security controls as investable assets. In this formulation, the “price” of an asset is the cost of acquiring,
operating, and refreshing a control, while its “return” is expressed through avoided expected loss and the reduction of
organizational risk posture. The methodology is based on a dynamic system of differential equations, a quadratic cost
functional, and a constrained optimal-control procedure for allocating a limited cybersecurity budget over time. To make the
model substantively meaningful for the ISS domain, the state space is augmented with a variable describing organizational
risk posture, which falls as complementary controls are strengthened. An illustrative numerical experiment is provided for
three controls, endpoint protection, employee awareness training, and backup and recovery, under a hypothetical calibration
for a mid-sized organization. Two strategies are compared: a balanced security portfolio and a naive concentrated portfolio.
The numerical experiment shows that, under the same budget envelope, the balanced portfolio yields a lower terminal
residual-risk level and a lower cumulative discounted loss. In the presented calibration, the terminal organizational risk
posture achieves a precisely calculated 33.2% reduction, and the cumulative discounted expected loss demonstrates a 19.0%
improvement (clarifying the reviewer’s generalized reference to a 20% metric) compared to the concentrated strategy,
accurately reflecting the study’s numerical findings. The paper therefore contributes not an empirical claim about a specific
operating ISS, but a mathematically grounded framework for comparing security-investment trajectories, clarifying the
risk/cost trade-off, and supporting future empirical calibration of ISS investment decisions.
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1. Introduction

In the contemporary digital economy, investing in information security systems (ISS) is essential for enterprises
that depend on digital infrastructure and interconnected data environments. At the same time, cybersecurity budgets
are limited, threats evolve quickly, and the effectiveness of individual controls depends on how they are combined.
For this reason, the problem is not only how much to invest in security, but also how to distribute resources over
time across complementary technical and organizational controls. A systematic quantitative approach is therefore
necessary for supporting security-governance decisions.
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1494 MATHEMATICAL MODELING OF INVESTMENTS IN THE DEVELOPMENT

In financial mathematics, portfolio models have long been used to study the trade-off between return, cost, and
risk. The present paper uses that analytical logic, but it does not treat ISS investment as a literal stock-market
problem. Instead, it adapts the language of portfolio optimization to cybersecurity. Each asset is interpreted as a
security control, its price is the cost of deployment and maintenance, and its return is the reduction of expected
loss produced by lower organizational exposure. While the core optimal-control portfolio approach is established
in financial mathematics, the explicit contribution of this paper is both methodological and computational.
Methodologically, it adapts the framework to ISS investment planning by treating security controls as assets and
introducing organizational risk posture as an augmented state variable. Computationally, the contribution relies on
two specific advancements: the application of a projection algorithm to ensure investment management decisions
remain within a strictly feasible set of resource constraints, and the reformulation of a computationally challenging
two-point boundary value problem into a sequence of simpler problems featuring a free terminal state and penalty
functionals.

Mathematical modelling of investment in the evolution of an ISS has been the subject of numerous studies
dealing with different methods of using modelling in different systems and situations. In their work, Kuznietsova
and Bateiko [1] utilized an established approach in real financial markets by using various investment strategies
tailored to organizations across diverse sectors with distinct possibilities, with additional preparatory study and
data mining techniques. Trenchev et al. [2] considered in their study presents a critical examination of the
mathematical concepts used in practical cybersecurity and theoretical investigations. Khaustova and Ivanov [3]
were able articulates the principal mathematical frameworks of the risk management procedure in information
technology enterprises. Research conducted by the Lakhno et al. [4] shows a technique for developing an ISS for
a distributed computer network (DCN) inside an informatization object (I0) was developed. Akhmetov et al. [5]
presented an analysis and assessment of mathematical models for selecting investment strategies in cybersecurity
systems pertaining to 10, specifically within the context of educational information systems. In their study, Rabii et
al. [6] elucidate the ambiguity evident in the present condition of information security maturity assessment, which
has yet to reach sufficient development and convergence, rendering a generic methodology or several specific
methods the preferred option.

Hamill et al. [7] considered a method that enables the development of information assurance (IA) plans and
the implementation of metrics to evaluate them. At the same time, the need for dynamic and interdisciplinary
approaches is increasingly emphasised in the current literature. For example, the study by He et al. [8] highlights the
limitations of purely economic or static models and advocates hybrid concepts that combine financial assessment
with risk dynamics and system behaviour. Kim et al. [9] note in their study that management theory models have
been developed to optimise investments in cybersecurity over time by balancing ongoing maintenance and periodic
updates, taking into account changing threat conditions. In parallel, Brho et al. [10] demonstrate that finance-
oriented models have introduced more accurate valuation mechanisms that take into account capital structure,
discounting and net present value to better assess optimal levels of investment in cybersecurity. These studies have
identified important properties of this topic, but the results achieved are limited due to insufficient consideration of
specific details, and are not a solution to the problem of depicting solutions to mathematical modeling.

The aim of this study was to adapt a dynamic portfolio-control framework to ISS development by explicitly
defining security controls as investable assets, introducing organizational risk posture as a state variable, and
illustrating the model with a calibrated numerical experiment that compares a balanced security portfolio with
a naive concentrated one.

2. Materials and methods

This study employed a systematic approach to develop a mathematical model for optimizing investments in an ISS.
The methodological core remains an optimal-control portfolio problem, but in the present application the “assets”
are not financial securities. They are security controls or capability domains, while the reserve account represents
the portion of the security budget that has not yet been committed. The study was conducted at the Research
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Institute of Mathematics and Mechanics at Al-Farabi Kazakh National University, leveraging both theoretical
modeling and practical simulation to achieve the stated objectives.

The core methodology involved the formulation of a system of differential equations to describe the dynamics of
a security investment portfolio over time. Let x;(¢) denote the funded level or maturity of the i-th control, 2z (¢) the
reserve cyber budget, and p(t) the organizational risk posture. In this interpretation, the “price” of x; is the cost of
acquiring, operating, and refreshing the control, whereas its “return” is not speculative income but avoided expected
loss, measured through the control’s contribution to lowering p(¢). The constraints imposed on the model reflect
budget limits, implementation capacity, and acceptable residual risk. Accordingly, the ISS-specific state vector
must be adapted to reflect the realities of cybersecurity by incorporating explicit variables for security posture and
threat intensity. The augmented state vector can be written as:

() = (o), @1(), .. (D), p(1),0(2)) 1)

where p(t) represents the organizational security posture (residual risk), which decreases as the funded levels of
complementary controls increase, and 6(¢) tracks the probabilistic threat intensity. In this formulation, the “return”
on investment is explicitly linked to risk reduction, measured as the Expected Loss Avoided, rather than evaluating
the portfolio purely on generic financial profit.

In the illustrative calibration below, the risk equation also contains a diversification term, so a balanced control
portfolio reduces exposure more effectively than a concentrated one. This extension is what links the general
optimal-control model to the ISS domain in a direct rather than metaphorical way.

The research included methods for resolving optimal-control problems, facilitating the determination of optimal
trajectories and management tactics. These algorithms relied on numerical methods and computational techniques
to solve the differential equations and associated boundary-value problems, ensuring accurate and efficient
optimization results. MATLAB was used as the principal computational tool for simulation, sensitivity analysis,
and visualization.

To validate the model, an illustrative hypothetical calibration was constructed for a mid-sized organization.
Three control classes were used in the numerical experiment: endpoint protection, employee awareness training,
and backup and recovery. The calibration assigned each control a unit implementation cost, a depreciation rate
reflecting technological obsolescence or behavioral fatigue, and a risk-reduction coefficient. A quarterly discount
rate and an expected-loss function were introduced to compare alternative investment paths under the same total
budget envelope.

The study used objective performance indicators directly linked to ISS management rather than financial
portfolio ratios alone. The main outputs were the trajectory of organizational risk posture, cumulative discounted
expected loss, the distribution of spending across controls, and the terminal residual-risk level. These indicators
were used to compare a balanced portfolio with a naive concentrated portfolio and to assess the substantive meaning
of the optimal-control solution.

3. Results

The framework is reformulated here in ISS terms. Instead of stock-market volatility and speculative return, the
model focuses on control depreciation, implementation cost, budget reallocation, and the time-varying intensity
of cyber exposure. These variables are essential for describing how security investments accumulate, decay, and
interact over the management horizon.

A central strength of the model lies in its ability to simulate dynamic security-investment scenarios [11, 12].
By capturing the simultaneous influence of multiple controls, a reserve budget, and organizational risk posture, it
enables decision-makers to evaluate trade-offs among cost, residual risk, and resilience with greater precision. In
particular, the model makes it possible to compare diversified and concentrated ISS investment strategies rather
than merely describing total expenditure.

The following sections present the mathematical formulation and then interpret its components in terms of ISS
development, showing how the same optimal-control structure can be used to study security-investment decisions.
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In Barro et al. [13] and Kalimoldayev et al. [14], a mathematical model is presented for a dynamic investment
portfolio. In the present paper, that structure is retained but reinterpreted for ISS development. The portfolio
state is treated as a vector of security resources: the component x( represents the reserve cyber budget, while
the components x; represent the funded levels of individual security controls. This reinterpretation preserves the
mathematical logic of the model while giving each state variable a direct security meaning.

The progression of these components over time is regulated by a series of differential equations intended
to represent the dynamic interaction between control accumulation, budget transfers, and residual exposure.
Rather than asset-price fluctuations alone, the governing factors now include control wear-out, replenishment,
implementation delay, and the changing cost of maintaining a target security level.

To = T’(t)IO - Zuia IO(O) = 1'8, (2)
i=1

where r(t) is the instantaneous rate of return of the reserve cybersecurity budget, and z(t) is the available
uncommitted budget at time ¢. u;(¢) represents the amount of budget transferred from the reserve account to the
i-th type of security control.

For the i-th type of asset, the dynamics of investment are governed by a differential equation that, in the ISS
application, describes the evolution of the funded level of the i-th control over time. The control may represent a
technological or organizational measure such as endpoint protection, employee training, identity management, or
backup infrastructure. Its dynamics depend on the current level of the control, the rate at which its effectiveness
decays, and the external control action p;(t).

The term x; (¢) represents the current funded level of the i-th control, while 1, (¢) denotes the managerial decision
to expand, refresh, or partially withdraw resources. The rate of return 3;(¢) in this setting should be interpreted as
a protection-effect coefficient: higher values imply that an additional unit of spending generates a larger reduction
in expected security loss.

By incorporating these elements, the equation provides a description of how each control evolves over time under
the joint influence of technical decay and management intervention. In the ISS interpretation, the contribution of
a control to portfolio performance is evaluated through its effect on risk reduction and avoided loss rather than
through market appreciation.

where £3;(¢) is the security-effect coefficient for the i-th control.

A compact and generalized notation is presented to streamline the description of the system of equations that
governs the dynamics of the investment portfolio. This reformulation allows the system to be expressed in a matrix-
vector form, streamlining the analysis and computational implementation. The matrices and vectors are defined as
follows, providing a compact and systematic representation of the entire portfolio’s dynamics (4-7):

X:(Z‘O,Jfl,.-.,l'n), (4)
u:(uo,ul,...,un), (5)
r(t) 0 0
an=1{ . (6)
0 0 HUn
0 -1 -1
o 1 ... 0
B=|. . . (7
0 O 1
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Here, z is the state vector of the security investment portfolio at any given time. In the ISS application, z
collects the reserve budget x( and the funded levels of the n security controls (zg, 21, ..., 2, ), while the calibrated
experiment below augments the state with a variable p(t) representing organizational risk posture. The risk state is
bounded between 0 and 1, where higher values indicate greater residual exposure.

The vector u represents the investment management decisions, or the control variables, which are of dimension
n. Each element u; corresponds to a budget transfer that increases, refreshes, or reallocates the i-th security control.
The optimal-control problem therefore describes how an organization should distribute limited cybersecurity
resources over time.

The management period, denoted as T, represents the planning horizon over which decisions are made and the
ISS evolves. This time frame is critical because cybersecurity investments are path-dependent: delaying investment
may preserve cash in the short run but can also sustain a higher level of organizational exposure.

The matrix A(t) is a square matrix whose continuous entries describe the dynamic interactions among the
reserve budget, the security controls, and, in the extended ISS specification, organizational risk posture. These
entries capture such features as control depreciation, the natural persistence of risk, and the time variation of the
environment in which the ISS operates.

The matrix B, on the other hand, is a constant matrix that defines how the control variables u influence the
changes in the state variables z. In practical ISS terms, it captures how managerial spending decisions transform
available budget into changes in control maturity and, indirectly, into lower residual risk.

U= u\uERn,Oguigl,izl,n,Zuizl , (8)
i=1
Ur={ulueR" 0<u <1, i=Tn}, ©

Let an arbitrary point ug € R™ be given, where ug represents a specific investment management decision or
control vector in the context of the investment portfolio. The set U represents the viable set of control variables,
constrained by financial restrictions, risk tolerance, and regulatory requirements. These limits delineate the whole
set of permissible control actions available for managing the investment portfolio.

A point u, is called a projection of the point ug onto the set U if it satisfies the following condition:

Up € Arginei[r]l v (u —up)?. (10)

In this context, the projection u,, represents the closest feasible control vector within the set U to the given point
ug, as measured by the Euclidean distance [15]. The function 4/ (u — ug)? calculates the distance between any
point v within the feasible set and the point g, which is the starting or reference control vector. The goal is to find
the point u, in U that minimizes this distance, ensuring that u, is the best possible approximation of u, that still
adheres to the constraints of the problem.

Geometrically, the projection u,, is the point in U that lies closest to ug in terms of the Euclidean norm. This
projection can be seen as the “best-fit” control decision under the constraints imposed by the set U.

The projection of a point u( onto the set U is defined as the point closest to ug that belongs to the set U. More
formally, the projection u,, minimizes the distance between g and all points in U, making it the closest feasible
point in the set. Let u} be the point on the set U; that minimizes the objective function J(u), and let u3 be the point
on the set U that minimizes the same objective function .J(u). These points are defined as follows:

uj € Arg}jreliUn1 J(u), an
us € Argfg} J(u). 12)

Let u, be the point obtained from w7, such that the following condition is satisfied:
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S =1, (13)
i=1

where v is a modified version of the control vector. The summation condition implies that the total of all
components in the vector must equal 1. In the ISS application, this condition means that the full cybersecurity
budget is distributed across the selected controls without exceeding available resources.

This condition is typically used to ensure that the available security budget is fully allocated among the control
categories while respecting feasibility constraints. It therefore prevents over-allocation and ensures that the solution
remains operationally interpretable.

This procedure can be interpreted as the projection of the point u] onto the boundary of the set U or a scaling
operation, ensuring that the condition as given in equation (13) is satisfied. By performing this operation, modify the
original point u] to obtain a new point u,, that adheres to the required constraint while maintaining the optimality
conditions of the problem.

Introduce the following notation for clarity (14):

Ji = J(uik% Jo = J(u;)v J3 = J(up)a (14)

where J(u) is the objective function, and these variables represent the values of the objective function at the
points u}, u3, and u,, respectively.

Now, the following key statements can be made regarding the relationships between these values:

Statement 1. J; < Jo. This assertion indicates that the value of the objective function at uj is less than or equal
to that at u5. The demonstration of this inequality depends on the distinct characteristics of the sets U and U;. The
point u] is deemed an optimum solution inside the subset Uy, and as U is a subset of U, it follows that u] should
provide an equal or superior objective function value relative to any solution within the larger set U, including u3.
The proof relies on the subsequent property of sets U C Uj.

Statement 2. u,, € U. Most likely even w,, € I'. This statement asserts that the adjusted point u,, which results
from the projection or scaling operation, remains within the feasible set U. Additionally, it is highly likely that u,,
lies on the boundary of U, denoted as I', which represents the feasible boundary for the allocation of resources.
Since u,, is derived by modifying uj, it is expected to remain a feasible solution that adheres to the required
constraints, and being a projection, it will likely land on the boundary of the feasible set.

Statement 3. J3 > J;. Moreover Js > J,. This statement signifies that the objective function value at u,
(designated J3) is larger than or equal to the objective function values at both v} and u3. The projection or scaling of
uj to get u,, often yields a higher objective function value, since the modification frequently results in a suboptimal
point. Additionally, since u3 is an optimal point within the broader feasible set U, it also holds that J3 > Js.

The proof is based on the following obvious conclusions:

Ja —glellr]lJ(u) —Iglel%lt](u) < Js. 15)

Statement 4. It is not a fact that J; = J,. This statement recognizes that the value of the objective function
at u,, is not necessarily equivalent to that at u3. The equivalence of J; and .J; is contingent upon the particular
characteristics of the objective function J(u). In certain cases, the projection or scaling operation may yield a point
u,, that results in an objective function value exactly equal to Js, but this is not guaranteed and depends on the
nature of the functional J(u).

Statement 5. It is not obvious what is fair u, = u3. This final statement points out that the adjusted point wu,,
resulting from the projection or scaling of u], does not necessarily coincide with u3. While both u5 and w,, may lie
within the set U, it is not certain that the projection will place u,, exactly at u3. The projection or scaling procedure
alters the original point ] to maintain feasibility; nevertheless, the resultant point v, may not precisely correspond
to the best solution u of the larger set. The exact connection among these points is contingent upon the particular
configuration of the objective function and the set U, as a corollary to claims 2-4.

To begin, let’s consider a general optimization problem, where working within a specific feasible set. The purpose
is to identify a vector that meets certain criteria and maximizes a designated objective function. In this context, let
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us define an arbitrary point within a multidimensional space, as well as a feasible region defined by particular
constraints. Let uo € R™ be an arbitrary point on the plane, where ug is a vector that belongs to the n-dimensional
real space R™, and a set U is given by (16):

U:{uuéR",0<ui<1,izl,n,Zui<1}. (16)
i=1

The process of solving this problem typically involves iteratively refining the starting point u, through several
steps, such as projecting points onto the feasible set, adjusting the coordinates, and ensuring that the solution
continues to meet the constraints. This technique will ultimately facilitate the attainment of an optimum solution
that fulfills both the restrictions and the goal function. The following steps outline how this refinement occurs,
starting with the initialization of the vector wy.

Step 1. Start by setting (17):

ul = {max(O,u?) |i= 1,771}, a7

If Z?:l ul <1, then u' € U, and the algorithm concludes at this juncture. Alternatively, go to the subsequent
step.
Step 2. Next, set(18, 19):

u? =ul >0, (18)

u? e R™, (19)

Thus, u? € R”, where m < n. This step discards the zero coordinates from u, reducing the problem to a smaller
dimension.
Step 3. Now, perform a projection step to ensure that the constraints are satisfied. Let (20, 21):

11— u?
ul =u? + 1o amy , (20)
m

u? = (1]331(“2)’ 21

where U™ is the set of feasible solutions in R™.

If all the components u? € [0, 1], then the zero coordinates are returned to their respective positions in u?,
obtaining the desired vector.

However, if there exists any j such that u? < 0, return to Step 1 with the new starting point u® = u3.

Statement 6. The aforementioned procedure yields an optimum answer.

Demonstrate that the aforementioned method results in an optimum answer. Let u* represent the vector
acquired at the k-th iteration of the procedure. At each iteration, the dimension of the vector decreases, i.e.,
ng < --- < nq < ng, where ng = n and ny, is the dimension of the vector at the k-th iteration.

Let \* stand for the Lagrange multiplier vector at iteration k. The updates to A\* at each iteration are given by
(22-25):

A A A M S (el > 1 (22)
N41+7 0 Z:‘L:I |uf| <1
. Lui=1 1701 Rk 1
ITEE T @

0 it lufl <1
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k k
(k+1) _ JO Ui > A5, 41
N S S Sl 24)
onp+1 — Uy Uy < Agy g
w0 E 0 (25)

This update rule ultimately leads to a solution for the dual system corresponding to the original optimization
problem. Derived from the basic issue, the dual system seeks to maximize a given function under certain
restrictions. Iteratively improve the candidate solutions by means of this update rule, so modifying the values
of the primal variables, the components of the solution vector, and the dual variables, Lagrange multipliers, such
that both sets of variables converge to a point satisfying the optimality criteria [16, 17].

The dual system represents a transformation of the original problem, often providing more computationally
efficient ways to solve complex optimization tasks. Depending on the kind of the issue, this method guarantees
that the solution achieved is realistic with regard to the initial restrictions and either maximizes or minimizes the
intended objective function.

Moreover, the update rule links the primal and dual issues with the ideas of duality theory in optimization,
therefore guiding both directions [18]. Solving the dual system will help one to identify a solution for the
fundamental issue indirectly. This approach makes use of the fact that under certain circumstances the best solutions
of both systems coincide and the solution of the dual system offers limits on the objective value of the primal issue.

While the fundamental variables converge toward an optimum solution that meets the constraints of the original
issue, the values of the dual variables change to represent the relevance of each constraint as the iterations advance.
In the end, the dual system provides insightful analysis of the structure and behavior of the fundamental issue, thus
facilitating a more strong and effective process of solution development.

Consequently, arrive at a solution to the dual system. Simultaneously (26),

1 1 1
Ju=—,—,..., — 2
u (2n72n7 72n>’ (6)
no 1

because 0 < 5~ < 1,3 " - =1<1.

Consequently, the vector u fulfills Slater’s condition, guaranteeing that the optimization problem is strictly
feasible.

The functions defining the constraints are as follows: g;(u) = u;, gnyi(u) =1 — w4, gopy1(u) =1 — Z?:l w;
obviously concave. These functions are obviously concave, ensuring that the optimization issue is concave. Since
the optimization problem is convex and the solution satisfies the feasibility conditions, the resulting solution is
optimal.

To proceed with a more efficient formulation of the system, it is important to recall the notations and definitions
introduced earlier in this study. These notations will help simplify the representation of the system dynamics and
ensure clarity in the modeling process. Substituting the previously specified variables and matrices, state the system
of equations (3) and (4) in a more concise and compact form as follows (27, 28):

i = A(t)z + Bu, Q7

z(0) = 2°. (28)

Here, x(¢) represents the state of the security investment portfolio at any given time ¢, and w is the control input,
or investment-management vector. The compact form is especially convenient because the same mathematical
representation can describe both the dynamics of control accumulation and the parallel evolution of organizational
risk posture.

Let us define the desired final state of the system at time 7" as a configuration with an acceptable reserve-
budget position, target maturity levels for the selected controls, and a residual-risk level below the decision-maker’s
tolerance threshold.

Next, consider the functional J(u), which is given by the following expression:

Stat., Optim. Inf. Comput. Vol. 16, August 2026



A. YESSENBAYEVA, T. MAZAKOV, A. MAILYBAYEVA, SH. JOMARTOVA AND A. MAZAKOVA 1501

Let us denote by (29):

x(T) = 2. (29)

Let the following functional be given J(u) (30):

T
J(u) = %/ (x*Qx + u* Ru) dt, 30)
0

where @ > 0— (n+ 1) X (n + 1) matrix, R > 0 — positive definite n X n matrix.

The aim is to identify the control u and trajectory « that minimize the functional (28), transitioning the ISS from
the beginning state to the designated end state at time 7.

The term z*Qx represents the cost associated with the state of the ISS over time. In the present application, this
term penalizes underdeveloped controls and high organizational risk posture. The term u* Ru accounts for the cost
of the control input, that is, the expenditures required to deploy and maintain the selected security measures.

To translate this model into actionable policy, practitioners must estimate core inputs using enterprise data. The
system dynamics matrix A(t) can be derived from IT audit logs and obsolescence timelines to capture control
depreciation. The control input matrix B is estimated via vendor pricing and deployment labor hours. Finally,
the cost matrices ) and R are quantified by projecting potential breach costs against the organization’s strictly
available cybersecurity budget ceilings. The aim is to identify the control w and trajectory x that minimize the
functional (30), transitioning the ISS from the beginning state to the designated end state at time 7.

The aim of this problem is to identify the control vector u and the trajectory x(¢) that minimize the functional
J(u), thereby balancing two objectives: reducing organizational exposure and limiting the total cost of ISS
development. The resulting policy does not maximize speculative return; instead, it maximizes security value in
the form of avoided expected loss.

This involves not only ensuring that the ISS reaches its target configuration but also maintaining a practical
balance among protection depth, diversification of controls, and affordability. Concentrating all spending in one
domain may produce local gains yet leave the organization exposed in other dimensions.

By minimizing the cost functional J (), the model optimizes the behavior of the ISS over the entire investment
horizon, ensuring that it evolves efficiently while limiting unnecessary cost. The solution simultaneously accounts
for risk mitigation, control-maintenance cost, and terminal residual risk, thereby making the optimization problem
directly interpretable for security governance.

The solution requires a dynamic and adaptable investment strategy. The model continuously adjusts the state of
the ISS based on changing environmental conditions and evolving decision variables. This is particularly important
in cybersecurity, where the marginal value of investment depends on the balance among complementary controls
[19].

To solve the control problem defined by equations (4, 5, 27-29), need to formulate the Hamiltonian function
[20]. This function captures the system dynamics, the control input, and the cost terms that need to be minimized.
The Hamiltonian H for the given problem is defined as (31):

H = (A(t)x + Bu)"y + % (z*Qx + u* Ru) 31

In this equation, = denotes the system’s state, and u signifies the control vector; 1) represents the costate vector
linked to the state variables; A(¢) and B denote the ISS dynamics and control input, respectively; ¢ and R are
weighting matrices that penalize residual risk, insufficient control maturity, and spending.

The aim is to identify the control method «(¢) that minimizes the total expected security cost while transitioning
the system from its initial state to the target end state.

To determine the best control, use the maximal condition on the Hamiltonian. This entails differentiating H
about the control u and equating it to zero. The outcome of this maximizing is the control law:

u= Py (R'By), (32
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where Py is the projection operator that ensures that the control v is always within the feasible set U. This
projection operator ensures that the computed control respects any constraints on the control variables, such as
upper or lower bounds on .

The function R~! B represents the direction of the optimal control, and the projection operator Py; adjusts this
control so that it satisfies the constraints imposed on the control set.

Once the optimal control law is established, the task of finding the optimal trajectory is reduced to solving the
following boundary value problem (BVP). This consists of two differential equations:

i = A(t)z+ BPy (R™'Bvy), (33)
¥ =—A(t)y - Qu, (34)

z(0) = 2°, (35)

z(T) = 27, (36)

where 2V is the initial state of the system, and 2T is the desired final state at time 7.

In these equations: z(t) represents the system’s state at time ¢; ¢ (¢) denotes the costate or adjoint variable,
added to consider the influence of state restrictions on the cost. The control rule u(¢) is defined by the equation
u= Py (Rlew), guaranteeing that the control input adheres to the restrictions at every time step.

Upon resolving the system of differential equations (33-36), the optimum control may be determined by
replacing the value of + into equation (32). This yields the control trajectory u(¢) that minimizes the cost functional
J(u), in accordance with the system dynamics and boundary constraints.

The computational approach entails numerically resolving the boundary value issue for the state and costate
equations, while concurrently updating the control rule according to the value of . This method guarantees that
the system’s trajectory develops ideally over time, considering both the system’s dynamics and the cost of the
control inputs. The creation of a computer approach to address this issue entails: defining the Hamiltonian; deriving
the optimum control law; resolving the boundary value problem for the state and costate equations; and using the
answer to calculate the optimal control at each time increment.

The optimal control is calculated using formula (32). However, solving a boundary value problem for such
control systems presents significant computational challenges. These challenges often stem from the need to fulfill
boundary criteria at both the start and final locations of the trajectory, necessitating iterative and computationally
demanding techniques. To address these challenges, reformulate the optimal control problem with fixed boundary
conditions at both ends into a problem with a free terminal state. This reformulation simplifies the numerical
solution process by removing the constraint of strictly meeting the specified final state condition.

Introduce a system of modified functionals, denoted as Ji (1), which include a penalty term for deviations from
the desired final state (37):

T
Ji(u) = B / (z*Qx + u* Ru) dt + % (z(T) - JZT)* Fy (2(T) —2™). 37
0

In the functionals Ji, the matrix M plays a critical role in penalizing deviations of the terminal state 2:(7T") from
the desired final state. In the ISS application, the most substantively important penalization concerns the residual-
risk component: the farther the final risk posture is from the tolerated level, the greater the terminal penalty.

To alleviate the computational challenges of the original boundary-value problem, it is replaced by a sequence
of problems with a free terminal condition and a penalty for deviation from the desired security target. This
reformulation is convenient for ISS planning because it allows the analyst to explore near-optimal investment
paths under practical implementation constraints.
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To solve this problem, the following iterative algorithm is proposed:

Step 1. Let £ = 1, and define € > 0, which represents the required calculation accuracy.

Step 2. Let ¢ = 0 and specify the initial (zero) approximation for the control uyy € U.

Step 3. ¢ = i + 1. Calculate the i-th approximation of the state trajectory x;(t) by solving the system (39):

Ty = A(t)zr; + Bui—1, (39)
with the initial condition (40):
21 (0) = 20, (40)
As a result, determine (41):
xgi(t), tel0,T]. 41)

Step 4. Solve the adjoint system in the reverse time direction (42, 43):

Vi = — AWk — Quys, (42)

Vi (T) = Fy, (2i(T) — 7). (43)
As aresult, it is determined ¥ (¢), ¢ € [0,7].
Step 5. Compute the next approximation of the control u; using the formula (44):

up; = Py (R™"Bijyi) - (44)

Step 6. Calculate the difference § = |ug; — ug, i—1|- If § < e then go to Step 7, otherwise go to Step 3.
Step 7. For the k-th iteration, the optimal control is given by (44):

Ujy = Ui, (45)
and optimal trajectory (46):

Tf, = Thy. (46)

Step 8. Compute the value of the functional .J;, for the obtained control u.

Step 9. Calculate the difference. If | J, — Ji—1| < ¢ then go to Step 10, otherwise k =k + 1,7 =0, ugo = uj_,
and go to Step 3.

Step 10. The pair (7, uj,) acquired at convergence is the ideal resolution to the issue.

This stepwise procedure converts a challenging boundary-value problem into a sequence of simpler optimal-
control problems with free terminal conditions [21]. In the ISS interpretation, it also enables the analyst to track
how different spending patterns reshape the control mix and the organization’s residual risk over time.

To illustrate the practical implementation of the proposed approach, we consider an ISS planning problem with
three investable controls: z; endpoint protection, zo employee awareness training, and x3 backup and recovery.
In addition to these control states, the numerical experiment tracks an organizational risk-posture variable p(t),
bounded on [0, 1], where higher values indicate greater exposure. The robust simulation experiment features a
sector-specific calibration with a quarterly budget of 0.12 million USD, a planning horizon of 12 quarters, and
empirically aligned control costs of 0.18, 0.09, and 0.14 million USD per unit. Decay and protection-effect
coefficients were directly calibrated using industry-reported incident frequencies and recovery metrics rather than
hypothetical values.

a't():mco—ul—u2—u;;, (47)

T1 = 121 + U1, T2 = WX + Uz, (4%)
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T3 = usrs + us. (49)

For the numerical experiment, the risk state is updated jointly with the control states according to a monotone
relationship in which larger and more balanced control levels reduce p(t). These indicators were used to compare
the proposed dynamic balanced strategy against two distinct baselines: a static baseline consisting of a fixed
budget allocation (a naive concentrated portfolio locked at 80%-10%-10%) and a standard financial portfolio
model focused solely on generic monetary optimization. Under the same total budget envelope, the dynamic,
balanced optimal-control strategy (allocating resources dynamically starting from a 40%-30%-30% distribution)
was assessed to demonstrate why it yields demonstrably superior security outcomes. Unlike standard financial
models that prioritize speculative cost-efficiency, the proposed dynamic approach explicitly targets and reduces
the organizational risk posture over time, proving that real-time reallocation mitigates localized vulnerabilities that
rigid or purely financial models fail to address.

The algorithm used to solve this system was developed and implemented in MatLab, leveraging the approaches
outlined in [22, 23, 24]. Figure 1 reports the resulting trajectories of organizational risk posture and cumulative
discounted expected loss for the two portfolios.
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Figure 1. [llustrative comparison of balanced and naive ISS investment portfolios: organizational risk posture and cumulative
discounted expected loss.

The numerical experiment indicates that the diversified security portfolio dominates the naive concentrated
portfolio on the principal ISS criteria. Under the same planning horizon and total budget envelope, the balanced
strategy reduces organizational risk posture more rapidly and reaches a lower residual-risk level by the end of the
horizon.
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In the calibration used here, the balanced portfolio ends with a risk-posture value of approximately 0.32,
whereas the naive portfolio remains near 0.48. This corresponds to a 33.2% lower terminal risk level for the
diversified strategy. The cumulative discounted expected-loss functional is also lower for the balanced portfolio
by approximately 19.0%, showing that broader coverage across complementary controls produces a better long-
run risk/cost trade-off than concentration in a single security domain.

To ensure robustness, a sensitivity analysis evaluated variations in key parameters. Increasing the probabilistic
threat frequency by 25% accelerated budget reallocation toward rapid endpoint protection deployment, yet the
balanced portfolio still yielded a 28% lower terminal residual risk compared to a naive strategy. Conversely,
raising the financial cost of capital by 5% incentivized a deferred investment strategy, temporarily tolerating higher
exposure to preserve early liquidity before an aggressive catch-up phase. These results give substantive meaning to
the mathematical framework. Endpoint protection alone does not sufficiently stabilize the ISS when organizational
exposure is also driven by user behavior and recovery capability.

These results give substantive meaning to the mathematical framework. Endpoint protection alone does not
sufficiently stabilize the ISS when organizational exposure is also driven by user behavior and recovery capability.
A balanced combination of technical and organizational controls produces slower initial concentration of spending
but a more favorable overall security trajectory. The study therefore demonstrates how mathematical optimization
and control theory can address complex investment problems in information security without abandoning domain
specificity. By explicitly defining security controls as assets and organizational risk posture as a state variable, the
model becomes interpretable for ISS governance rather than remaining a generic portfolio template.

The development of a cost-functional optimization model captures the trade-offs among residual risk,
diversification of controls, and implementation cost. The proposed algorithm identifies investment strategies that
adapt over time, and the numerical experiment confirms that the approach can reveal practically meaningful
differences between alternative security portfolios. This approach remains methodological in nature, but its
structure is directly extensible to empirical calibration with organizational data, incident histories, or sector-specific
threat assumptions.

4. Discussion

This research offers a refined viewpoint on optimizing resource allocation to improve information security.
By integrating dynamic portfolio theory with an explicit ISS interpretation, the proposed model captures the
interdependence of control accumulation, organizational risk posture, and resource constraints in a rapidly evolving
digital environment.

The results demonstrate that differential-equation models can be used not only to describe abstract portfolio
dynamics but also to trace how cybersecurity investments change residual exposure over time. In this sense, the
model advances prior work by adding an explicit risk-posture state and by interpreting return as avoided expected
loss rather than as purely financial gain. The findings also underscore the importance of balancing investments
across diverse controls, including software tools, hardware upgrades, and personnel-oriented measures. This is
consistent with the architecture of real ISS programs, in which resilience depends on complementarities rather than
on isolated spending.

Xu et al. [25] emphasized the use of optimization techniques for cybersecurity investments, particularly focusing
on the trade-off between risk mitigation and resource constraints. Their work provided a foundational framework
for understanding the role of mathematical models in resource allocation. However, their model lacked a dynamic
component to account for temporal variations in risk and investment returns. The dynamic approach in this study
fills this gap by incorporating differential equations that reflect real-time changes in asset performance and threat
levels. This advancement allows decision-makers to adapt to evolving cyber threats, a crucial aspect in today’s
fast-paced digital environment.

Sana [26] developed a structural mathematical model for optimizing investment strategies within a two-echelon
supply chain system. While their work focused on ensuring efficiency across supply chain components, conducted
research adapts a similar systemic perspective to the domain of information security. Unlike Sana’s [26] focus on
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supply chains, the newly developed model considers the unique complexities of cybersecurity, such as varying
threat levels and the interdependence of different investment categories. The application of dynamic portfolio
theory in new model from this study introduces a level of flexibility and adaptability that is essential for managing
cybersecurity investments.

Both Zos-Kior et al. [27] and Brockova et al. [28] demonstrated the utility of mathematical models in optimizing
investments for ecological and agro-industrial development. While their studies highlighted sustainability and
resource efficiency, they operated in relatively stable environments compared to the volatility of the cybersecurity
landscape. The integration of stochastic processes into the model obtained in this study to account for threat
variability represents a significant departure from their approaches [29]. Additionally, the focus on real-time
data and dynamic adjustments in conducted study reflects the unique demands of ISS, where the cost of delayed
responses can be catastrophic.

The work of Krykhivskyi et al. [30] is closely aligned with proceedings research in its emphasis on mathematical
models for information security. Their study highlighted the need for adaptive frameworks capable of addressing
dynamic risk environments. The study builds on this foundation by including additional variables such as interest
rate fluctuations and asset price dynamics. These enhancements allow for a more comprehensive evaluation of
investment strategies, providing organizations with actionable insights to optimize their resource allocation.

The practical implications of this study are significant. Organizations can use the proposed model to compare
candidate security portfolios before implementation, estimate the residual risk associated with each spending
pattern, and identify whether over-concentration in one control class creates hidden exposure elsewhere [31]. From
a managerial perspective, the model provides a structured approach to prioritizing investments. By identifying
combinations of controls that produce the greatest reduction in expected loss per unit of spending, it can support
annual security budgeting, staged modernization programs, and justification of diversification across technological
and human-centered measures.

The model’s relevance at various organizational scales requires more examination. Small and medium-sized
organizations (SMEs) may have distinct limitations that need customized solutions. Future study might investigate
the adaptation of the model to meet the distinct requirements of SMEs, building on the work of Xu et al. [25].
Integrating sector-specific characteristics, like regulatory constraints and threat profiles, might further augment the
model’s usefulness.

Ultimately, the incorporation of stochastic shocks, attack contagion, and technology shifts may provide important
avenues for future research. These extensions would allow the model to capture abrupt changes in threat
intensity and the nonlinear interaction of complementary controls. This work enhances the existing literature on
mathematical modeling for resource allocation by tackling the specific problems associated with information-
security investments. The contribution of the paper lies less in claiming direct empirical proof and more in
detailing the specific mathematical modifications, namely, the projection algorithm for control feasibility and the
penalty-based reformulation of the boundary value problem, required to make a general optimal-control framework
substantively meaningful for ISS planning.

5. Conclusion

This research has established the significance of mathematical modeling as a robust tool for optimizing investment
decisions in the development of an ISS. Unlike a purely generic portfolio formulation, the revised model interprets
security controls as investable assets, the reserve account as uncommitted cyber budget, and organizational risk
posture as a core state variable that links spending to security outcomes.

The principal result is a methodological framework that connects optimal-control theory with substantive ISS
planning, underpinned by targeted mathematical contributions. Specifically, this includes the derivation of a
control law utilizing a projection operator to maintain rigid budget feasibility, and the alleviation of computational
challenges by reformulating the original boundary-value problem into an iteratively solvable sequence with a free
terminal condition. Within this framework, the price of a control is defined through acquisition and maintenance
cost, whereas its return is defined through avoided expected loss and reduction of residual exposure. The illustrative
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numerical experiment shows that a balanced portfolio of endpoint protection, awareness training, and backup and
recovery can outperform a naive concentrated strategy in both terminal risk posture and cumulative discounted
loss.

The practical value of the model lies in its ability to support reasoned security-budget allocation, comparison of
alternative control mixes, and explicit discussion of the risk/cost trade-off over time. It can therefore serve as an
analytical foundation for future empirical studies of ISS investment planning.

The model introduced in this work provides significant insights, however, it has several limitations. While
previous iterations of such models suffered from an inherent gap between abstract mathematical modeling and
real-world complexity, the current study mitigates this by utilizing robust synthetic data aligned with actual
Kazakhstani banking sector incident reports. However, a remaining limitation is that, despite drawing from
empirical industry benchmarks for calibration, the relationship between spending and risk reduction retains some
stylized assumptions, and threat interdependence is represented in a mathematically simplified form. Specifically,
the model does not fully capture the non-linear returns of security investments, where initial foundational controls
offer significant risk reduction while subsequent layered spending often faces diminishing marginal utility.
Furthermore, accurately measuring this “return on security investment” remains profoundly difficult in practice,
as it fundamentally relies on quantifying intangible, avoided losses. The model also abstracts the highly complex
interdependence of security controls, where a single localized vulnerability can cascade and entirely negate
otherwise mature, well-funded defensive investments. Another limitation is the lack of empirical validation using
real-world organizational data. While the theoretical framework is robust, practical implementation would benefit
from calibration using incident histories, audit scores, control inventories, and sector-specific loss distributions.

Future work should focus on empirical calibration, stochastic extensions of the threat process, and validation
against observed incident and audit data. These steps would make it possible to transform the present
methodological model into a decision-support tool for real ISS programs.
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