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Abstract In this study, we propose a novel color image encryption scheme that combines chaotic dynamics and structured
permutation strategies to achieve high security and robustness. The proposed algorithm ensures strong confusion through
position permutation mechanisms, including zigzag scanning and a Josephus-problem-based scrambling process, effectively
disrupting spatial correlations among adjacent pixels. To reinforce diffusion at both pixel and bit levels, a bit-reversal
permutation and a two-dimensional (2D) Henon chaotic map are employed to generate key-dependent pseudorandom
sequences. These sequences are integrated with the permuted image via XOR operations, enabling rapid propagation of
minor changes across the entire cipher image. The security and effectiveness of the proposed algorithm are evaluated using
several standard test images. Comprehensive performance analyses, including histogram distribution, correlation coefficient,
information entropy, PSNR, and MSE, demonstrate that the encrypted images exhibit uniform statistical properties and
negligible residual correlations. Moreover, NPCR and UACI results confirm high sensitivity to slight variations in the plain
image and secret keys. Comparative experiments with state-of-the-art image encryption methods indicate that the proposed
scheme provides strong security performance while maintaining computational efficiency.
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1. Introduction

In the era of digital transformation and the rapid expansion of the Internet of Things (IoT), multimedia data,
particularly digital images, have become the primary vector for global information exchange. Whether dealing
with medical imaging diagnostics, confidential military transmissions, biometric surveillance systems, or personal
data stored in the cloud, the security of this visual content has emerged as a major concern in contemporary
cybersecurity [1]. However, the protection of images presents intrinsic challenges that fundamentally distinguish
them from classical text data, namely their massive data size, high information redundancy, and strong correlation
between adjacent pixels [2].

These properties render traditional encryption algorithms, such as the Advanced Encryption Standard (AES),
inefficient in terms of processing speed and robustness against statistical attacks when applied directly to
images [3—8]. Consequently, the scientific community has focused on developing dedicated techniques, primarily
based on the confusion-diffusion paradigm and leveraging the complex dynamics of chaotic systems [9-19]
like the 2D Hénon Map [20, 21]. While these chaos-based schemes provide essential key sensitivity and
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pseudo-randomness, many suffer from critical vulnerabilities: simple permutation methods (e.g., Arnold Cat
Map) often exhibit periodicity, and the overall schemes can be broken by sophisticated cryptanalysis, including
chosen-plaintext attacks (CPA) and emerging Deep Learning-based attacks [22]. This lack of non-linear, plaintext-
dependent permutation combined with insufficient diffusion remains the critical research gap.

To address this gap, this paper proposes a novel, robust, and efficient image encryption scheme. The primary
novelty of our scheme lies in the structured and interleaved integration of chaotic key generation, Josephus-
based dynamic permutation, and Zigzag-assisted shift diffusion within a unified encryption framework. Unlike
conventional approaches where these mechanisms are applied independently, our method coordinates them in
a mutually reinforcing architecture, thereby enhancing confusion, diffusion, key sensitivity, and resistance to
cryptanalytic attacks.

Our core contribution is based on the synergistic combination of three powerful components:

1. A 2D Hénon Map to generate highly sensitive chaotic sequences for key-stream generation.

2. The Josephus Problem as a dynamic, non-linear permutation mechanism to ensure a superior level of confusion
that is highly resistant to CPA.

3. A Shift Permutation-based combined with Zigzag Diffusion technique to rapidly propagate changes across the
entire image, ensuring high efficiency and robustness against differential attacks.

The primary objective of this work is to demonstrate that this hybrid approach overcomes the limitations of existing
methods by achieving a superior balance between cryptographic security (high entropy, low correlation, strong CPA
resistance) and computational efficiency. The remainder of this paper is organized as follows: Section 2 presents
the related work and theoretical foundations; Section 3 details the proposed algorithm; Section 4 presents the
experimental results and security analysis; finally, Section 5 concludes the study and suggests future perspective.

2. Related work

The development of secure image encryption schemes is fundamentally guided by the confusion-diffusion
paradigm, a framework rooted in Shannon’s principles [23]. This architecture necessitates a robust source of
pseudo-randomness, a role often fulfilled by chaotic systems due to their extreme sensitivity to initial conditions
and ergodicity. Among these, the 2D Hénon map has been a subject of extensive research, with early works by
Shahna and Mohamed [24] demonstrating its utility in generating permutation sequences. More recently, Lone
(2024) [25] explored the combination of the 2D Hénon map with Josephus traversal for secure image transmission,
highlighting its robustness against statistical attacks. However, many existing Hénon-based schemes often rely on
fixed parameters or simple chaotic sources, which can be vulnerable to phase space reconstruction and modern
cryptanalysis.

To enhance the confusion stage and break the high spatial correlation inherent in images, dynamic permutation
strategies have become essential. Traditional methods, such as the Arnold Cat Map, suffer from periodicity and
are easily broken by chosen-plaintext attacks (CPA). Consequently, the Josephus problem has emerged as a highly
effective, non-linear alternative [26]. By treating the image pixels as a circular list and using chaotic sequences to
dynamically control the step size” of the elimination process, Josephus-based permutations achieve a superior
level of non-linearity and plaintext-dependency. For example, Hua et al. [27] introduced a Josephus-based
scrambling technique coupled with filtering diffusion, proving its effectiveness in breaking spatial redundancy.
A critical distinction in recent literature is the transition from fixed-step to variable-step Josephus permutations,
as seen in the work of Ghouate et al (2025) [28], who proposed a high-entropy scheme using a Variable Step
Josephus Problem (VSJP) to enhance CPA resistance.

For the diffusion stage, which propagates changes across the entire ciphertext, shift permutation (or cyclic shift) is
widely used for its balance of computational efficiency and security [29]. Furthermore, the field has seen a critical
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shift from purely pixel-level operations to hybrid bit-level and pixel-level encryption [30], where bit-level shifts
are essential for thoroughly destroying the correlation within and between the bit-planes. In the context of existing
hybrid models, some researchers have attempted to combine these elements, such as the scheme proposed in [31]
which integrates a chaotic map, the Josephus problem, and cyclic shift operations.

However, a key limitation in much of the existing literature is the tendency to treat the confusion and diffusion
stages, and their underlying chaotic drivers, as independent blocks. Our work addresses this by creating a tight
coupling between the 2D Hénon map, the Josephus permutation, and the shift-based diffusion. Specifically, the
chaotic sequences from the Hénon map do not just act as static keys but actively drive the dynamic behavior of
both the Josephus elimination and the shift-based diffusion, creating a more cohesive and resilient cryptographic
structure.

By integrating these advanced techniques and ensuring their synergistic operation, our proposed scheme aims
to overcome the periodicity of traditional permutations and the vulnerability of simple chaotic maps to modern
cryptanalysis.

3. Mathematical background

The proposed encryption scheme is a hybrid architecture that leverages the chaotic properties of the 2D Hénon
Map for key-stream generation, the non-linear dynamics of the Josephus Problem for pixel permutation, and an
efficient Shift Permutation mechanism for rapid diffusion.

3.1. Hénon map 2D

The 2D Hénon Map is a classic and widely studied discrete-time dynamical system that exhibits chaotic behavior
for certain parameter values. Introduced by Michel Hénon in 1976 as a simplified model of the Poincaré section
of the Lorenz system, it is a two-dimensional map that transforms a point Xn;Yyn in the plane to a new point
Xn+1;Yn+1 [32].
The discrete 2D Hénon Map is defined by the coupled non-linear difference equations (1):
C 2
Fooyy= Xi=1 @i+yn

(D

Yj+1 = bXn

Where n is the pixel position, and a and b are control parameters.
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Figure 1. (1) Bifurcation Diagram of 2D Hénon Map. (2) Lyapunov exponent Diagram of 2D Hénon Map.
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For the map to exhibit its characteristic chaotic behavior, the parameters are typically set near the original values
proposed by Hénon: a = 1:4 and b = 0:3. Within this parameter range, the system possesses a strange attractor
characterized by its fractal geometry and strong sensitivity to initial conditions. The chaotic regime is further
validated by the bifurcation diagram and the corresponding Lyapunov exponent spectrum, as illustrated in Figure
1. The bifurcation diagram demonstrates the transition from periodic to chaotic behavior as the control parameter
varies, while the positive largest Lyapunov exponent confirms the exponential divergence of nearby trajectories,
thereby ensuring the unpredictability required for secure image encryption.

3.2. Josephus problem

The Josephus problem is a classical combinatorial model based on a circular elimination process. Given N
elements arranged in a ring, every K  th element is successively removed until a single element remains. The
position of the surviving element can be defined recursively as:

J(n;k)= J(n L1;k)+k modn )

With the initial condition J(1; k) = 0. This recursive rule induces a deterministic and nonlinear permutation that
is highly sensitive to the parameters N and k. Owing to these characteristics, the Josephus problem is commonly
employed in computer science for elimination and permutation schemes, and in image encryption it is used to
generate pixel permutation patterns that enhance diffusion and resistance against statistical and differential attacks.

3.3. ZigZag operation

The zigzag operation is a deterministic pixel permutation technique widely used to introduce spatial confusion
by reordering image elements according to a predefined scanning pattern. Instead of the conventional row-wise
or column-wise traversal, the zigzag scan follows alternating diagonal directions, ensuring that adjacent pixels in
the original image are relocated to distant positions in the permuted representation. The principle of the zigzag
scanning pattern is illustrated in Figure 2, where the diagonal traversal order is clearly depicted. This operation
effectively disrupts local spatial correlations, which is a desirable property in image encryption systems.

Before ZigZag Operation After ZigZag Operation
27184 | 5473 |1 22127 | 84|54 32
22184 | 9 | 32|72 34 (6573 (43| N
65 |33 |48 |7 | 22 [:> 22| 9 |246| 72| 23
124 1246 2 | 28 | 43 33 (21312 | 45| 12
213 | 21145 | 271122 24 2 [ 21 (43| 21

Figure 2. Zigzag Permutation Pattern.

The zigzag operation can be defined as a bijective mapping:

P(K)=1(x;yk); k=0;1;::5;MN 1 3)

Where | 2 RM N is the original image, P its zigzag-permuted version, and Xy; Yk denotes the pixel coordinates
generated by the zigzag scanning rule. The inverse zigzag operation reconstructs the original image by applying
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the reverse mapping, thus guaranteeing lossless permutation. Due to its simplicity and reversibility, the zigzag
operation is well suited for combination with chaotic maps and diffusion processes in secure image encryption
frameworks.

3.4. Bit-Reversal operation

The bit-reversal operation is a deterministic transformation that consists in reversing the order of bits in the binary
representation of a value. Let X be an integer represented on m bits as X = (bm 1bm 2:::b0)2, where b; 2 f0; 1g.
The principle of the bit-reversal transformation is illustrated in Figure 3, where the original bit sequence and its
reversed counterpart are presented to clarify the mapping mechanism.

Original Matrix Bit-Reversal Matrix

27 134 |54 23(? ) 216 | 68 |108|146 (208
01010100

22|84 9 |32]|72 104| 42 |144| 4 | 18

65| 33 \12 12 ﬂ 130132212 48 | 48

124 1246| 2 23\\Q 62 | 1M | 64 1232|212
00101010

213 21| 45| 21 | 22 - 171168 (180|168 | 104

Figure 3. Bit-level Reversal Operation.

The bit-reversed value R(X) is defined as below in the equation:

™ )
R(x) = bj2m 11 4)
i=0

Where m is the pixels number and b; is the bit value.

This operation introduces a nonlinear and bit-level permutation that significantly modifies the numerical structure
of the original data. Owing to its simplicity and low computational cost, bit reversal is widely used in signal
processing and cryptographic applications. In image encryption schemes, it is commonly applied to pixel values or
key streams to enhance confusion, increase sensitivity to bit variations, and reduce statistical correlations.

3.5. The proposed method

The proposed encryption method is based on a hybrid architecture that combines permutation and chaotic diffusion
mechanisms to ensure robust security for digital images.

Initially, the original color image is decomposed into its three fundamental chromatic components: Red, Green,
and Blue. A content-dependent permutation key is then generated using a global XOR operation applied to the
pixels of these three matrices. This key is employed to perform a zigzag permutation on each color component,
effectively disrupting the inherent spatial correlations of the original image.

The diffusion stage introduces chaotic dynamics through the two-dimensional Hénon map. Two chaotic matrices
are generated, with their initial state determined by parameters Yo; a; b, and Xo which is computed from the XOR of
all pixels in the original image, thereby ensuring high sensitivity to the plaintext. These chaotic matrices are then
combined with the zigzag-permuted matrices using a bitwise XOR operation, achieving efficient pixel diffusion.
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Subsequently, a second permutation phase based on the Josephus problem is applied, using a key derived from the
XOR of the image pixels, which further enhances spatial confusion. Finally, a bit-reversal operation is performed

on the resulting data to disturb the binary structure of the encrypted image, increasing complexity and strengthening
resistance against statistical and differential attacks.

Begin of our Algorithm1.:

Color image input (1) of size M N:

1. Step 1: Key generation
Extract the input image's dimensions: size (1) = M; N.
Compute binary repf_esentation P ofl.
Calculate xorval = ~ L P[i], whereL=M N.
Determine Josephus itep: k T (jxavalj mod (L 1)) + 1.
Compute xorglobal = ~ M JN:01 I(i;j) and r = 3:5 + ((xor _global mod 16)=1F) 0:5.
2. Step 2: Zigzag chaotic permutation
Generate logistic chaotic sequence Z using;®.
Divide | into non-overlapping blocks of size b b.
Sort Z in descending order to obtain block index order.
Generate Zigzag scan order inside each block.
Rearrange pixels of each block according to Zigzag order and move blocks to new positions based on Z.
Let I, be the permuted image.
3. Step 3: Henon inifial condition L
Compute xorR = R(i;j), xorG = G(i;j), xorB = B(i;j) for all pixels.
Compute xorRGB = xorR xorG xorB.
Initialize xo = +0:4 (xorRGB=255).
4. Step 4: Henon chaotic maps
Generate non map H using (Xo; Yo; a1; by).
Generate non map H using (%o; y1; az; b).
5. Step 5: XOR diffusion
For each pixel (i;j), compute D(i;j) =1 .(i;j)) H 1@;)) H 20;)).
6. Step 6: Josephus permutation
Generate Josephus sequence J of length L using step k.
Permute D using J: S(i) = D(J(i)), reshape S to |5 of size M N.
7. Step 7: ChanneLI-wise XOR key genqe_ration L
Compute KR = R(ls(i;}), KG = G(ls(;))), KB = B(I s(i;))) for all pixels.
8. Step 8: Bit-reversal and nal diffusion
For each pixel (i; j):
R reverseBits(R(I s(i;j))) KR,
G reverseBits(G(l s(i;j))) KG,
B reverseBits(B(I s(i;j))) KB,
C(@;)) (R;G;B).
9. Output: Cipher image C.

End.

The detailed steps of the proposed encryption algorithm are summarized in Algorithml, which complements the
owchart presented in Figure 4 by providing a structured pseudo-code description of the RGB decomposition,
zigzag permutation, chaotic diffusion, Josephus-based permutation, and bit-reversal operations.
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Figure 4. Flow Diagram of the Proposed Method.

4. Experimentation results

To evaluate the effectiveness and robustness of the proposed encryption scheme, a series of experiments were
conducted using standard benchmark images with different sizes, such as Baboon, Peppers, Lena, House and
others. The experimental analysis focuses on key performance metrics, including security assessment, statistical
characteristics, and sensitivity to key and plaintext variations. Speci cally, the results demonstrate the ability of the
proposed method to achieve strong confusion and diffusion properties, resist common statistical and differential
attacks, and maintain high encryption ef ciency. The following subsections provide a detailed discussion of the
experimental setup, evaluation criteria, and the outcomes observed for various test scenarios.

4.1. Statistical analysis

4.1.1. Histogram

Histogram analysis is conducted to examine the distribution of pixel intensity values in both the original and
encrypted images. We used different sizes of different images to test the uniformity of the histogram.

For each image in Figure 5, 6, 7, 8, 9, and 10, the histogram of the original image exhibits the typical peaks
and valleys corresponding to spatial redundancy and structural patterns. After applying the proposed encryption
scheme, the histograms of the encrypted images are nearly uniform, indicating that the pixel values are well
diffused and the visual information is effectively concealed. This demonstrates that the proposed method
signi cantly reduces the correlation and predictability of pixel intensity, enhancing the security against statistical
attacks.
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